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W HY ,? /Secrets
()| DRAM | 2

,..| A

. . ‘——/ CPU

. Public key signature check | Sl o

C:D Flash HER
ROM Glue

. Bootloader JA[E (bootdelay = 0) X

F#OE IR O UART: JTAG: SPI: 12C

 BFIREEEIER R (Air Gapping)




HOW 7

. ﬁ%lﬁ%ﬂéﬁj\ﬂ‘ﬁ (Simple power analysis)

Plaintext —— ¢ CryptoDevice ~ —— Ciphertext

ESTHFENSTT (Differential power analysis) ‘

Secret Key

I B S R S A IR T

CEEANE B INES 7T T (AES128: RSA: 3DES) kY

®00®
[CRORORC)

- Ij]%%*ﬁ:f})% TEERLZ\ /JHT— E 7|th jm% QEE'/\] ]\j—_iﬁi . Power Measurement |
nput Data ‘j B -

SECRET KEY

System Under Attack
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 FRIESRERRFTEILR

- £ [E NSA B#LK BT (TEMPEST)

- DIFED TR AR B #5231 #A R 4L (3DES)

- THFEDHTFRE Philipe Hue B 8ELXT R K4 (AES)

BTN E DT B A SR EL GnuPG #4815 2 (RSA)

BRI RO e AR IR EUIE B 28 FR N R (Funtenna)
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- Xbox360 Glitch &5 (47 unsigned code)

EBE M > Hue NAND Glitch (23 Root 41UR)

F" FL2K-SDR

1 HﬁlﬂZﬁ%ﬁ%k?géﬁJ: ETJ%QZHX%% (Bad Barcode)
AL & Michigan K=2iB1d B T3 UG 32 1 72 15 i
LEE % Ben-Gurion A8 IT USB & 1% BIE 2 (USBee)

- Osmo-flI2k BT 8 & 3% FM: GSM: UMTS 5 GPS &
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¥ Resolution 864 Pixels
sorizoatal Total 1680 Pimels
AR Carrier Freguency 10080008 kHr

Mave Set 32 bits-per-pinel mode

kevisghevin ubustu: - /Desktop/tenpest_for_eliza-1.0.55 ./tenpest_for_eliza 108000
890 1152 864 1600 10000080 songs/forelise

Tespest for Eliza - by erikyyy !

Read the README file to understand what's happening
Af you do sot read Lt, you will NOT keow what to do

pilael Clock 1980008008 Mz
¥ Resolutice 1152 Pizels
v Resolution 864 Pissls
soriroatal Total 1680 Plaels
&% Carrier Fregueacy 10000688 Mz

ar -plual node
lii-tstt.qgjtm‘,'_!g-_.l-.;a 1.9.




B Aottt JRkR 2
 BFIRENABEREES, A5ERREMNM
HHRH12S (Soft-Tempest)

 BFREBHES UHBEBEIFRER, REITAE
3= B Y (Hard-Tempest)
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H{=EEZ=4 — Timing Attack



AL L X

[ Value; Password = 6 Bytes digis ]
i=0

unsigned char correctpin(6] = {1,2,3,4,5,6}; ‘
unsigned char enteredpin[6];

NO

read pin fron buttons(enteredpin);

YES

for (1=0;1¢6; i)

if (correctpin[i] != enteredpinfi]) ‘

return,
} ‘

NO

[ Value == Password]
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AT EE R RN e A
RIS T AEX Y (LED 4T 5%)
ANLZERIRE mememp() (#295 )
 FASAIEE X AT BJE A, A5 R O] B MR

. BEF'TEE? /)l_ll |Eﬂ (6%6+6+6+6+6 = 46656 ) --> (6+6+6+6+6+6 = 36)
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P{EIEZ — Fault Injection
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Got Root?




S (WinkHub)

WER IR RS WinkHub (ARM: RAM: NAND)
%%E@/{%K@an FIE7E— (GE; Nest; Dropcam:; Philips)

X FF Zwave (915Mhz); RF (433Mhz); WIFI/Bluetooth/Zigbee (2.4G)

WINK HUB




Got Root ?

18I ) DU Bt 471 [0) (set_dev_value.php)

curl "192.168.01/set_dev_value.php” -d "nodeld=a&attrld=; uname -a;’

<?php
SnodelId = $_POST[ 'nodeld'];
SattrId = 5 _POST['attrId’®];

Sv = S _POST['value'];

//Swho = exec('whoami');

//echo Swho;

//passthru("sudo 1s", Sretval);

J/echo "nodeld=" .Snodeld . " attriId=" . SattrId . " value=" . Sv;
Scmd = *sudo ' . dirname(__ FILE__) . '/php2apron set_value ' . Snodeld . " "™ . Sattrid . " " . Sv;

Jjecho Sced . "™ ";

passthru($scmd, Sretwval);
echo "ret _code=" . Sretwval;
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NAND-Glitch

NAND Flash

. 24

- NAND Flash 18 & =& [E14+; Bootloader; N
1Z AKX root files

LT

ﬁﬂ%"‘ﬂ%%f?éﬁ 5], 3B NAND 4% )
= 2 B2(8], 523 1/0 pin DUX FIEIEE #T B 8

T IEfARIAY 8] &, PH IE Bootloader 2B 1F
Ay 7\]@"‘%@%}&7@ F A shell #2=¢




Got Root !

boot_updater=run updater_boot Il run updater_boot_bad
bootargs=noinitrd console=ttyAMO, 115200 rootfstype=ubifs ubi.mtd=5 root=ubi0:rootfs rw gpmi badupdater

default; run boot_getflag Il echo Falling back to updater...; run boot_updater
tdelay=0
booffile= ge

ethact=FECO0

ethaddr=00:04:00:00:00:00

ethprime=FECO

filesize=1

loadaddr=0x42000000

mtddevname=u-boot

mtddevnum=0

mitdids=nandO=gpmi-nand
mtdparts=mtdparis=gpmi-nand:3m(u-boot),4m(updater-kernel),28m(updater-rootfs),Bm(database),8m(app-kernel),-(app-rootfs)
partition=nand0,0

serialno=152201606WZD1

stderr=serial

stdin=serial

stdout=serial

updater_args=setenv bootargs 'noinitrd console=ttyAMO, 115200 rootfstype=ubifs ubi.mtd=2 root=ubiO:rootfs rw gpmi’;
updater_boot=run updater_args && nand read ${loadaddr} updater-kernel 0x00300000 && bootm F{loadaddr)
updater_boot_bad=run appboot_args; setenv bootargs ${bootargs} badupdater; nand read ${loadaddr} app-kernel 0x00400000; bootm $loadaddr}
ver=U-Boot 2014.01-14400-gda781c6-dirty (Apr 30 2014 - 22:35:38)

Environment size: 1775/16379 b
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X =& (Philips Hue)

- EAE Hue RAVEREREATIERRTT =

X Zigbee fE4 Hue 5ATBRITZ BTN

CZ=44) 1: Hue (£ T] 3837 NAND Glitch 75z Rooting

24 2. BILINFENNTIREUE SR ES AES #5, G

&

(GRS PN




Got Root |

. setenv bootdelay 3

. setenv security '$1$3vGNd7Q3$I1SgFeolVkmQVenyriUVoV/

. saveenv & reset

"HUE B\ bootdelay b 0, B root B575{E &[G

¥t U-Boot FEENELE AL (E R B E) 22 NAND SPI
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BSIBEZE] — Power Analysis & Glitch Attack



SPA - & BINFE AT

1998 Paul Kocher Z 4 ThFE T M\ R AR AL BT

ANEFE T REIES TR K L NAERE =1 UL

SHEMMREEFENZ (@) IFRIENZESR

%% Bootloader-TinySafeBoot (B#sig - - > FFR{ER)

- RSA #t47 A AsR A iz E RN I IIFE R o R 7



DPA - Z0IhFEDHT

o\, 281 4

Input Data

Ox2C v

i ’1IHIHIU!ﬂﬂliilllllll!!l s

0x89 N
exe1

: csn i u; '
= R1JB
ci33®
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DPA - Z0IhFEDHT

& T

Digital Devices use electronic
switches to drive bus lines high
(VCC) or low (GND). This is
equivalent to driving a capacitor
to VCC or GND,

Clock

cad Lol b %
Data[0] 1 F=1 |

Data[1] = - | T 1 F=1 |
Power ‘ m
Positive Hail Only  — |

The data lines are typically driven to a ‘precharge’
state half-way between VCC and GND. By looking
at the power usage, we can determine how many
bits were set to 1" vs ‘0" on every clock edge.

[nput
Key

88 DKK="?
S6BKK=7?

# Bits High in Output

&
S 5
S

b

Hidden
Output

32@®KK=? ./1

i ™
Guess KK=00 Guess KK=EF
88@00=88 |2 88 EF=67 |5
56@00=56 |4| eee |[56@BEF=B9 |5
3200=32 |3 32EF=DD |6




DPA - =5 IhFEDT

Input Data |Hyp. Key |XOR Dutput

@ s =30%08 —— | aXC7 OxC6 ‘0001104

Ox1F Bx08 Ox1F OxCo

Bx2C Bx08 Ox2C

Bx89 Bx8e Bx89

ox01 0x00 ox01

OxD2 Ox00 |
i I 3 TN R
lmu!;ﬂTdflgiiT%'lddlﬂifhﬂﬁﬂ
EIEECIE TR SR IR TETRE K SE A SE IR WET
4..m_ 83| 2e | 1a b EOE ££_“F. _.'IL_FH.Z




DPA - =5 IhFEDT

Correlation Power Analysis

.. |ex3D |.. |exFF _

o 4 3
g
S| e 2 4
5
Y sl 4 3
-4 B . W 6 6
o

N 5 - 7 5




DPA - ZIhFE 4T AES-128

"

|
RoKg |
I

RokKy

|

‘ RoK:

i RokK:

L —

Raks

‘ RoKio ‘ lﬁoKn } l RaKiz

‘ s
-
[ -
. o e —
i
o ~
T ) T T
iR |
‘ RiKg | R:K; RiK: Rk; Rak, Riks RiKs R.iK; RiKe RiKs ‘ R:Kio RiKi1 RiKya RiKia RiKia RiKis
L 1 1 1 b |




DPA - =5 IhFEDT

Year Published |authors |

Microchip HCSxxx 2088 Thomas Eisenbarth, Timo Kasper, Amir
Moradi, Christof Paar, Mahmoud
Salmasizadeh, Mohammad T. Manzuri Shalmani

Atmel XMEGA 2089 Ilya Kizhvatov

Mifare DESFire MF3ICD48 2811 David Oswald, Christof Paar

¥ilinx Virtex-II 2911 Amir Moradi, Alessandro Barenghi, Timo
Kasper, Christof Paar

¥ilinx Spartan 6 2811 Amir Moradi, Markus Kasper, Christof Paar

Microsemi ProASIC3 2812 Sergel Skorobogatov, Christopher Woods

¥ilinx Virtex-4, Virtex-5 2811 Amir Moradi, Markus Kasper, Christof Paar

D52432, D528E@1 2013 David Oswald

Yubikey 2 2813 David Oswald

Altera Stratix II 2013 Amir Moradi, David Oswald, Christof Paar,
Pawel Swierczynski

Altera Stratix III 2014 Amir Moradi, David Oswald, Christof Paar,

Pawel Swierczynski
Atmel ATMegalZ8RFAlL 2815 Colin O’Flynn, Zhizhang Chen



Glitch - ER7EN
1f( key_is_correct ) <-- Glitch here!

{

open_door () ;

Glitth FABRETHE BRI &R TR

}
else
{

jjﬁii\ijﬁﬁ[ﬁ%}? E/\] 1F % /ﬁﬁ% ) g%ﬁ%ﬁ% g/i\i’ku—t;lﬂ %IJ keep_door_closed();

CEFIEM: B0t M B e SR AR

 FEHHICIItch F AN B R 2 XEBZE (T30, SAD; IRR) Original Clock ‘

Phase Shift #1 |of%\||

Phase Shift #2 (Width)

Glitch Z5R2 BB RNTFHUMNME, $12 0] 58 SR 5 Reset

XOR glitches with
original clock

Glitched Clock I l‘




JEARAD Linux-util-2.24

#include "auth.h"
#include "pamfail.h™

int auth_pam{const char *service_name, uid_t wid, const char *username)

if (uid != @) {
pam_handle_t *pamh
truct pam_convwv
int retcode:

LL;
{ misc_conwv, NULL };

retcode = pam_start(service_name, username, &conv, &pamh);
if (pam_fail check{pamh, retcode)})
return FALSE;

retcode = pam_authenticate(pamh, @);
if (pam_fail check{pamh, retcode)})
return FALSE;

retcode = pam acct mgmt{pamh, @);
if (retcode == PAM_NEW AUTHTOK_REQD)
retcode =

pam_chauthtok({pamh, PAM_CHANGE EXPIRED_AUTHTOK);
it (pam_fail_ check{pamh, retcode)})
return FALSE;

retcode = pam_setcred{pamh, 8);
if (pam_fail check{pamh, retcode)})
return FALSE;

pam_end({pamh, &);
/™ no need to establish a session; this isn't a
ion-oriented activity... */
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ChipWhisperer-Lite

. Colin O'Flynn #1THI4E, 52> SCA THFED T

RIESYENEAN ==

 EFPython B G HRZAEHDIE (Windows;

Linux; MacQS)

O TR R E B & E RDE AT A

<2nS MpKAES

_

=

4

BT DPA ELSINFESMRE#EIE U RSA: AES:

3DES S N#FE &

NevAE ~om

Micro-USB ]—

&

ADC Lock Failed (Red)
Trigger Armed (Blue)

CLKGEN Lock Failed (Red) 20-Pin Target Connector
FPGA Heartbeat (Green)

REOCR TERT

T103 2 5
BRI V22

=
o
=
=
(=]

ChipWhisperer-Lite Main Board

XMEGA Target Board (CW303)

e - - -
ettrgs 6 % e Ot ot
0 ™ "'Ei Yl YL X D G 7 sekcted vocestone roston (0614354, 4.905063]
oy . : Power Trace View
peMadule ChipWhispeses/ OpentDC
et Medule Sinple Seral os
e Fomat ChipWihspeseNatve
iliaey Module Bone o4
isition Settings
Numberef Taces 50 a1
Number of Sets 1
Tocapuse % i
Key/Test Pattern Basic
i 1 I |
5% I [l il Li
Key Fued | 1 I | g I
Fise Encryprion Xey 2878 1516 28 AF D2 4 AB F115 8803 CF4F 3C § Hd
Plaintet Random 3¢ Il ; L i
| | |
I i t I il
a1 WL el I
| | | |
a2 | | LA it
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i [ 1111 ‘ I 1 |
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o4
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cletirgs | Ress | Scope Setiogs | TargelSefinge | Au Setgs Sempe B0
o 8 % 5ot Commands 8 % ProwetTent bt
[0, ok Sete, LKEEN Settigs, Ml 1] 3
Rurming Sa: Choihigperer: 455 Segeseril on IMEGA bt s
Byt it 4 ek QU et Dol ;
-SAR Frmmiae verisn = 0.050
G-t sttt 0.1 trmmare, bl
- FAGA Configuration thpped - detected sready programmed. [Resuts’, Trace s
“FPG proramed =!I, thd serg, stk Lovded [save e 1 0] Recadeaer s

I G ), TG et 3
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