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Angular, React. Vue
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M3z B Am
curl http://www.seebug.org

R g 455 1LE

® \ue.js

o JQuery

e Handlebars

o IR ERIER

e DOM BHinEE

WENARE TR

otk o 4ER
BeautifulSoup4 / HTMLParser

#!/usr/bin/env python3
# encoding: utf-8

import requests
from bs4 import BeautifulSoup

resp = requests.get('https://www.seebug.org/")

soup = BeautifulSoup(resp.content, 'lxml')

resources = {
‘anchor': (soup.find all('a'), 'href'),
‘iframe': (soup.find all('iframe'), 'src'),
‘frame': (soup.find all('frame'), 'src'),
‘img': (soup.find all('img'), 'src'),
‘link': (soup.find all('link'), ‘'href'),
‘script': (soup.find all('script'), 'src'),
‘form': (soup.find all('form'), ‘'action'),

¥

print(resources)

B4 it 5=




WEB 2.0 S RBMIEMmAE -

$pip3 install pyppeteer
— https://github.com/miyakogi/pyppeteer

#! /usr/bin/env python3
# encoding: utf-8

import asyncio
from pyppeteer import launch

async def main():
browser = await launch()
page = await browser.newPage()
await page.goto('http://www.seebug.org')
await page.waitFor("body > div.footer-up")

urls = await page.evaluate('''() => {
var urls = new Array();
var atags = document.getElementsByTagName("a");
for(var 1=0;i<atags.length;i++){
if (atags[i].getAttribute("href")){
urls[i] = atags[i].getAttribute("href")
}
}

return urls;

P

print(urls)
await browser.close()

asyncio.get event loop().run until complete(main())

BT IAEN RS

Chromium puppeteer

https://wwwi.seebug.org

RN THGI)

youke365 V1.0.7 iE#ihR BISSQLIEA

PHPMyWind 5.581@FFsqlit A\ , T HEETERER
Elements Console Sources Network Performance

Q0 top v

Inks = document. Links;
for(j = @,len=1nks.length; § < len; j++) {
console.leg(lnks[j].href)

5: //wwa.seebuqg.org/vuldb/reward/poc
: //wwel. Seebuqg.org/exchange/qoods
[ /wwi.Seebuqg.org/vuldb/vulnerabilities?has _poc=true
5://ww.Seebug.org/search/
‘wwl, Se€Dug. org/monster/
31/ /wwe, seebug,org/#
Wtip://pocsuite.org/

ttp://ceye.io0/

ttp://paper.seebuqg.orq/

B4 it 5=

pyppeteer
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QtWebkit Ghost.py PyQt4
PhantomdS  CasperdS SlimerdS

Chromium Headless

HIEKRE




1+ 241%3F Chromium Headless B

LI o BIK] >x¥5 MipsE— JW/BT—HRZEEHh
o Rk ¥F W3CHREHLR

X T 23 Chrome Firefox Internet Explorer Safari Opera
JBvg | Blink Gecko Trident WebKit Blink
JS5|EE V8 OdinMonkey W EINE JSCore Carakan
HTML CSS DOM XPath JavaScript
HTML 5 CSS3 DOM4 XPath 2.0 AJAX
XHTML 1.0 CSS2 DOMS3 XQuery 1.0 ECMAscript 5.1
HTML 4.01 CSST DOM Events XPath 1.0 ECMAScript 6
DOM Core




dN{E &% Chromium Headless &8 SLB LIRSS 1L B s

1

A

IFEZESK: CentOS 7 ( Googletis)

yum install -y ipa-gothic-fonts xorg-xl1ll-fonts-100dpi xorg-xll-fonts-75dpi xorg-x1l-utils
o xorg-x1l-fonts-cyrillic xorg-x11-fonts-Typel xorg-x1ll-fonts-misc pango.x86_ 64

libXcomposite.x86 64 libXcursor.x86 64 libXdamage.x86 64 libXext.x86 64 1ibXi.x86 64

1ibXtst.x86 64 cups-1libs.x86 64 1libXScrnSaver.x86 64 libXrandr.x86 64 GConf2.x86 64 alsa-
1ib.x86 64 atk.x86 64 gtk3.x86 64

$ git clone https://github.com/scheib/chromium-latest-1linux
$ cd chromium-latest-1linux

$ ./update.sh
$ nohup ./latest/chrome --headless --disable-gpu --remote-debugging-port=9222
--remote-debugging-address=0.0.0.0 --disable-web-security --disable-xss-auditor
--no-sandbox --disable-setuid-sandbox &

Chrome Headless a5 17248 &I 438 https://peter.sh/experiments/chromium—-command-line—switches/

DevTools listening on web socket http:// /json/version



https://peter.sh/experiments/chromium-command-line-switches/

WEB 2.0 [ERsciEfhil BOM | DOM | CDP

CORE DOM

Navigator

Window

Screen |_ocation Document

History

Elements Events

\

HTML DOM HTML

XML

<head> <body>

<h2> <p>

<div> <table>

import asyncio
from pyppeteer import launch

Chrome DevTools Protocol

async def main():
browser = await connect({'browserWSEndpoint’:
page = await browser.newPage()
await page.goto('https://xz.aliyun.com/"');

asyncio.get event loop().run until complete(main())

webSocketDebuggerUrl : http://127.0.0.1:9222/json/version

'{webSocketDebuggerurl}'})

eee SEmHE
€ C #E2 hips)xealiyunce

VA 55504 T SEENE

window
Browser Object Model

BAYS mahEA RS
FETH {FUwEs FE
o5

(6. 1R &)U ETTIApache 3.5.12048) &1l
ek

a| AA, WRMNREERLENA?

phpcop [ S

F|BCSSUL{SH I T NFacebook A R fh

A mas*rrt s AN

phpixd A AT AR T an s

posina®<<*@lanme | WERE 3

s MAHTTPEECS ka1t reCAPTCHATL
B U

Mouse
Keyboard
Frame
Form

window.document
Document Object Model

heeeser | B T$

B9 it campigks

neta charset=".tf-8
“title-eME-/title: = 30
meta name~"description” content="55R1HMK, SBRIESIEAAR
meta name="viewport” content="width=device-width,initial
scale=1.¢, minimun-scale=1.¥,maxirum-srale=1.®,user-scalah
Link rel="icon" href="/fstatic/Zcon/favicon.ico” type~"in
=l— Le styles —->
link href="/static/hontstrap.m:n.c558" rel="stylesheer
""" fatatic/css/OverlayStyle.css
link rel="stylesheet” href="/static/editor.md/css/edito
link rel="stylesneet” href="/static/rss/bhs/tangn.css
link rel="stylesheet"” href="/static/cas/topic.css
Link rel-"stylesheet” href-"/static/cess/beautify.cos
link href="/static/css/bantstrap—-responsive.min. css” rel
stylesheet
«|—[if lte IE &]=>
wscript sre="htto://code. jquery.con/jquery-2.11.3
ntni  hezc TN
Styles Swent Uatanera DOM Brez<polnts Properiles Access ollity
C B Ancestars A ¥ & Framework | eaners

» CLicK
> focus
» focusin
» keydown
* Load

< C [0 127.0.0.0.1:9222/json/versior

CDP

-1 JSON
Browser

Protocol-VYersion

User-Agent :

v8-Version

T T PR IY DY) PR
WebKit-Version




B Y1t camaiEkx

CDP - Chrome DevTools Protocol [EIEEI 4

II‘

1 71

-T2, EShCDP Socket ServerfR%E

BlZE websocket #E3#E DevTools
2 CDP

websocket url = 'ws://0.0.0.0:9222/devtools’ Web Server
websocket.create connection(websocket url, enable multithread=True)

BIEZE—N 23 RYFI AR ZZ L E S AU

l
53 command = { l
"method": "Target.createTarget", "params": {u'url': u'about:blank'} |
l
l
l

Google Chrome
Chrome DevTools Protocol

R
S S S S R OWEEERWOWENEROWRRRWENERONROWRROERO——

}
$chrome --remote-debugging-port=9222 ,
] \E_/\ —rxJ) = —_— b ==
4 8 | 3E/\+:I:|E—.|El\]a%ﬁ$m(‘jﬁ =
command = {"method": "Target.createBrowserContext"}

REE

=
.BOM DOM Events Nodes Elements
window document

M SAFINEEFT T4 E Mk E

5 command = {
"method": "Page.navigate",
"params": {"url": "https://xz.aliyun.com"} T TS ST ST ST TS TS TS T T T TS T T T T T T T T T T T T T T T T T s s T ‘
}
B oyppeteer ~ Chrome DevTools Protocol Viewer
CDPJ:IEIE{, \We bShel |g&%u E/‘J ﬁ:?%APH@E*ﬁE https://chromedevtools.github.io/devtools-protocol/tot/Page
6 e Page.getCookies

e Page.captureScreenshot
e Page.printToPDF


https://chromedevtools.github.io/devtools-protocol/tot/Page

Chromium #J{K38: ¥ E(EHEHIIEIERS/DOM XSS B s

http://210.158.41.67/MCIR/xssmh/xss.php?inject_string=
OWASP Broken Web Applications Project

PAYLOAD LIST

import asyncio

<script>xianzhi(3.1415926535)</script> from pyppeteer import launch
<X1lanzhi></xianzhi> payload = '<script>xianzhi(3.1415926535)</script>"
url = "http://210.158.41.67/MCIR/xssmh/xss.php?

test"onmouseover=xianzhi(3.14)"
123"onfocus=xianzhi(3.14) autofocus="

location=body&inject string={ }&submit=Inject'.format(payload=payload)

def xss_auditor(url, message):
if message == 3.1415926535:
print('xss_auditor found:', payload)

HOOK BRZ80 11 print (url)

async def main():

await page.$('xianzhi') != null
document. getElementsByTagName( 'vianzhi' ) browser = await launch(headless=False, args=['--disable-xss-auditor'])
page = await browser.newPage()
await page.exposeFunction(
'xianzhi', lambda message: xss auditor(url, message)
. . . 3. ~/S/t} )
< ~fsft/chrome (fish) &1
~/s/t/chrome python3 test_demo4.py await page.goto(url)
xss_auditor_found: <script>xianzhi(3.1415926535)</script> await page.close()

http://210.158.41.67/MCIR/xssmh/xss.php?location=body&inject_s
~/s/t/chrome [ asyncio.get _event loop().run_until complete(main())
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Schedule & EventLoop Manager
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. I
networkidle?2 Nc_)de.prototype.aquventLlstener DOM3 DOMNodelnserted P |
readystatechange window.addEventListener DOM4 MutationObserver | |
DOMContentLoaded XMLHttpRequest.prototype.open \/ \/
XMLHttpRequest.prototype.send TreeWalker element.setValue
, , document.all element.setAttribute
Node.prototype.insertBefore @~ - — = — - — — — — — document.forms this.dispatchEvent

window.WebSocket;

window.setTimeout; window.setInterval;

window.open; window.close;
HTMLFormElement.prototype.submit L

|
|
|
Node.prototype.replaceChild :
|
|
I
|

|
|
|
|
|
|
|
|
|
|
: | Node.prototype.appendChild
I
|
|
|
|
|
|
|
|
|
|
|
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DIHASINE A page load

page.once('load’, () => {});

I EINESERk networkidle?2
FIHFMBIRS AT NIRRT R Z2 51T

DOMWMiEth5ehk DOMContentLoaded
FIIEDOM, NNz FEENT TSR

e document.readystatechange
e document.readyState === "complete”




IEXRIZE: BRTTESE IR HIX ]

window.open();

window. location

window.location

}
C
C
C

nrome
nrome

nrome

return

B RiG{EiEINn Chromium

e --load-extension=./xianzhi ext/
e --disable-extensions-except=./xianzhi _ext/

.ta
.ta
.we

||/123||;
"/456";

A= &M 15K

ns.onCreated.addListener
s .onUpdated.addListener

bRequest.onBeforeRequest.addListener();

{redirectUrl: 'javascript:void(0)'};

red

—
-
I

e
o
-
-

L
c
o

onBeforeRequest

onBeforeSendHeaders

onSendHeaders

onHeadersReceived

|

0

n

onAuthRequired

onBeforeRedirect

ResponseStarted

onCompleted

B4 it 5=

ZZ . https://crxdoc-zh.appspot.com/extensions/webRequest



https://crxdoc-zh.appspot.com/extensions/webRequest

R DTS R R B o

page.on('dialog', dialog => { dialog.accept() });
S

*‘EDLTE*T;F page.on('framenavigated', frameTo => {

l ~

console.log(frameTo.url())

BRI PEZEF )

window.close = function() {};

fr‘amenavigated window.open = function(url) { console.log(url); };
window. originalSetTimeout = window.setTimeout;
alert() window.setTimeout = function() {
- arguments[1l] = 0;
com‘:lr‘m() return window. originalSetTimeout.apply(this, arguments);
prompt () )
window.close window.__originalSetInterval = window.setInterval;

window.setInterval = function() {
arguments[1l] = 0;
return window. originalSetInterval.apply(this, arguments);

window.setTimeout
window.setInterval g




RERENTS . HIRAJAXENIERER

BREKEET

await page.setRequestInterception(true);

;IB\QI:;E

B4 it 5=

await page.goto('http://demo.aisec.cn/demo/aisec/");

page.on('request', request => {

console.log(request.url()); >
request.continue(); >
1) >

HiFR A3 XMLHttpRequest

XMLHttpRequest.prototype. originalOpen = XMLHttpRequest.prototype.open;
XMLHttpRequest.prototype.open = function(method, url, async, user, password) {

// hook code
return this.

}

__originalOpen(method, url, async, user, password);

XMLHttpRequest.prototype. originalSend = XMLHttpRequest.prototype.send;
XMLHttpRequest.prototype.send = function(data) {

// hook code
return this.

}

__originalSend(data);



http://demo.aisec.cn/demo/aisec/

EHMIT: RIS E ST EES B4 ke

// <button 1d="y">TEST</button>
TEST

y.addEventListener('click', function (elment) {
console.log(elment);

_ }, false);
“JavaScript 48 E E 14,
l] g],”ﬁﬁ _addEventListener = Element.prototype.addEventListener;
_ ", Element.prototype.addEventListener = function() ({
addEventL|stener|Z|§&° ? console.log(arguments, this)

_addEventListener.apply(this, arguments);
W3C DOM HSE R A EM B ¢ IS T 23 };

window. originalAddEventListener = window.addEventListener;
window.addEventListener = function() {

add Event Listener. console.log(arguments, this)

window. originalAddEventListener.apply(this, arguments);

i 2

ZZ . https://developer.mozilla.org/zh-CN/docs/Web/API/EventTarget/addEventListener



SR RRSHEMEENTREEZEER B mnamAs

var observer = new WebKitMutationObserver(function(mutations ){
console.log('eventLoop nodesMutated:', mutations.length);

1 DOM4§E‘-ﬁi%| E’\] mutations.forEach(function (mutation) {

if (mutation.type === 'childList') {
MutationObseNerj‘j— for (let 1 = ©; i < mutation.addedNodes.length; i++) {
let addedNode = mutation.addedNodes[i];
5£ j’llf'j: D’iﬁpl:-p““ console.log('Node added:', addedNode.nodeType, mutation.addedNodes[i]);
}

}= E&EEE& H—_I-EIJQH } else if (mutation.t)./pe === 'attributes') {

let element = mutation.target;
-FJ » var element val = element.getAttribute(mutation.attributeName)
° console.log(mutation.attributeName, '->', element val)

¥

W3C DOM4 1)
1)

observer.observe(window.document.documentElement, {
DOMNodelnserted childList: true,
attributes: true,
W3C DOMS3 characterData: false,
subtree: true,
characterDataOldValue: false,
attributeFilter: ['src', 'href'],

});

ZZ . http://javascript.ruanyifeng.com/dom/mutationobserver.ntml
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nodes = document.all;

document.all for(j = 0;j < nodes.length; j++) {
attrs = nodes[j].attributes;
document.createTreeWalker For(k=0; k<attrs.length: kis) {
if (attrs[k].nodeName.startsWith('on')) {
console.log(attrs[k].nodeName, attrs[k].nodeValue);

¥
1; ) N—D e
MHMNFBTAE, ERSIZEFR }}
N—
FXDOM, CSSOMHJEZR, M
=== — mde |
ﬁﬁﬁﬁ'ﬂ,‘f—ij‘ﬁ%&%{ﬂ#iﬂﬂ'&h var treeWalker = document.createTreeWalker(
’9 document.body,
2%5 NodeFilter.SHOW_ ELEMENT,
o
{ acceptNode: function(node) { return NodeFilter.FILTER ACCEPT; }},
false
E
‘E v a — E
il';Stf;;"b\ while(treeWalker.nextNode()) {
var lnks = ['src', 'href', 'action’] var element = treeWalker.currentNode;
Inks.includes(attrs[k].nodeName) for(k=0; k<element.attributes.length; k++) {

attr = element.attributes[k]
if (attr.nodeName.startsWith('on')) {
console.log(attr.nodeName, attr.nodeValue);

}
}
IE

ZZ . https://developer.mozilla.org/zh-CN/docs/Web/APl/Document/create TreeWalker
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button select input a textarea span td tr div
click change change click change click click click click
dblclick click click dblclick click mouseup mouseup mouseup mouseup

keyup keyup blur keyup blur mousedown | mousedown | mousedown | mousedown
keydown keydown focus keydown focus scroll
mouseup mouseup keyup mouseup keyup
mousedown | mousedown keydown mousedown keydown
mouseup mouseup
mousedown mousedown




B Y1t camaiEkx

iR R EEHAENEHER

nodeName = nodeValue

e dispatchEvent()
e ERAHZFENTT eval()

// <button id="elem" onclick="alert('Click!"');">Click</button>

let event = new Event("click");
elem.dispatchEvent(event);

for(var i=0;i<elem.attributes.length;i++){

S H Sk FF
¢ 57<HY$1—-§'§’_E=J var element = elem.attributes[i]

. if (element.nodeName.startsWith('on')) {
o ;@T% ,“\S(T;% console.log(element.nodeName);

eval(element.nodeValue);

° MR SEMF )

¥

var evt = document.createEvent("MouseEvents");

*;]:MA*E’]L.LL*'R*;E}] ,“\EE evt.initMouseEvent("click", true, true, window,

o, 0, 0, 0, 0, false, false, false, false, O, null);



BHRE: RIS HUEE

document. forms
http://demo.aisec.cn/demo/aisec/login2.php

for(var 1i=0;i<document.forms.length;i++){
form = document.forms[i];
console.log(form.method, form.action)
for(var j=0;j<form.length;j++){
input = form[j];

console.log(input.nodeName, input.type, input.name);

K ﬂ Elements Console Sources Network Performance

] © @ top v Filter

for(var i=0;i<document.forms. length; i++){
form = document.forms[i];
console. log(form.method, form.action)
for(var j=0;j<form.length;j++){
input = form[j];
console. log(input.nodeName, input.type, input.name);

Y
}

post http://demo.alisec.cn/demo/aisec/login2.php?
INPUT text username

INPUT password password

INPUT submit

Memory

B4 it 5=

ERSE TN RIUELTE HTMLS
text radio password
search checkbox color
=B I — date
2= X |8] |
email
AFEAALIE range
month
button number _
time
hidden :
i 5] url
submit _
datetime-local week
file
(<]
RES B
username password email
uname passwd mail
name pass loginid
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BalhRAZHKE

max-length
min-length

BT RIRREIERRES

element.setValue('{value}')

#E

SE

mail|email

((number) | (phone)) | (*tel)

(date) | (birth)

((month) | (day)) | (“mon$)

url|website|blog

B4 it 5=

{names_en}+{surnames_en}+{random}+{domains}
'13"+{random}{9}
{years}+{month}+{random}

{years }+{month}+{random}

"http://www. '+{random}+{domains}

eIement.setAttribute('Checked ') username | uname {names }+{surnames}
letters = 'abcdefghijklmnopqgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ'
numbers = '0123456789'
symbols = '1";.,?% S #'
months = ['01', '02', '03', '04', '05', '06', '07', '08', '09', '10', "11', '12']
years = ['1985', '1988', '1990', ‘1992', '1995', '1996']
names = [ E', "2, 3K, X, B B, AL R R IR W EL RSB, R, DS ]
surnames = [}, ‘88, ‘&', ‘W', 38, B, ¥, ELN,FLBECFVEEL R B E B
names_en = ['wang','li','zhang’,'liu’,'chen’,'yang’,'huang’,'zhou’,'zhao’,'wu’,'sun’,'xu’,'lin','hu’,'zhu’,'guo’,'liang’,'ma‘,'gao’, 'he'l
surnames_en = ['na’,'min’,'jing’,'li','qgiang’,'lei’,'yang’,'jun’,'jie','fang’,'yong’, 'rui','yu’,'xiang', 'you', 'pin‘,'tong’, 'xi','qing']
address = [T Z=g[ M, dERMEAFRX ", I amMm', EBmiERTX]

domains = ['.com’, .org’, '.n

et', '.cn’, ".edu’, '.gov.cn']



http://www.'

DEMO
THHE

https://qgithub.com/ring04h/papers/blob/master/
Xlanzhi _crawler demo.mov



https://github.com/ring04h/papers/blob/master/xianzhi_crawler_demo.mov
https://github.com/ring04h/papers/blob/master/xianzhi_crawler_demo.mov

TIPS: RIFEMEREIE SESSION MIFZ T B

2017FE7H17E

Support browser contexts to launch different sessions #85
https://github.com/GoogleChrome/puppeteer/issues/85
https://github.com/miyakoqi/pyppeteer/issues/44

23 Kl

var context = await browser.createIncognitoBrowserContext();
var page = await context.newPage();

await page.goto('http://mail.aliyun.com’);

var cookies = await page.cookies();
console.log(cookies)

await page.close();
await context.close();

fREART\

browser.createIncognitoBrowserContext()

e to create new incognito context

browser.browserContexts()

e to get all existing contexts

browserContext.dispose()

e to dispose incognito context.



https://github.com/GoogleChrome/puppeteer/issues/85
https://github.com/miyakogi/pyppeteer/issues/44

TIPS: EFFAZBIIMVCIEZRF AENEEI/{ZA

MURLFRZ B 575/ 0l R
s e G AL

“AST | HASH ”

import ast

def var(x):
try:
if not isinstance(x, str):
X = str(x)
return ast.literal eval(x)
except:
try:
x = x.replace("\""', "\\'")
return ast.literal eval("'{0}
except:
return 'xz'’

In [10]: type(var('123"))
Out[10]: int

In [11]: type(var('News'))
Out[1l1l]: str

‘" .format(x))

MALZNFHINBIIER, 90%EmNESE
https://tsrc.com/index.php/blog/msg/34

#IEREIMEML, IKE—2 (md5 uuid hash)

/about.htm?profileld=f30dc1ad-4b53-4fb7-ale0-adcd2c
/about.htm?profileld=17ac5a75-9469-49a1-bf7d-52da38

HFIEEN: REFS
http://www.discuz.net/thread-3841114-1-1.html
http://www.discuz.net/{str:6}-{int:7}-{int:1}-{int:1}.html

HASHIt ZEMLISRGTT, REDHIR

nttp://xz.aliyun.com/show/id/123
nttp://xz.aliyun.com/show/id/456

nttp://xz.aliyun.com/show/id/789

e http://xz.aliyun.com/{}/id/123

* http://xz.aliyun.com/show/{}/123
* http://xz.aliyun.com/show/id/{}
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