@rcelpe

FktEaIE XY

AR, BRNEFERN TIEBINAIRRATHER,
RS TR EWHAIALT.

o FEHEFEETETSNARER, BINEEAIANS

o HARENEREFESHIERRNFEZF
o [EENFEHELESFEEENNARER, NRRINXEREFTUESBERFMZO

FlIRERAFRE
1B EREIE

GoogleiE=HIaN" site:* " B—MRFTERIRTGE, EULREMBERSIEL,
{BfEGoogle E3THHz BRI LARS BB JHEBR A B EIRY F35,

| site:*.google.com -www -search -chrome -news



site:* google.com -www -search -chrome -news Q

JIANNA0 OO, [ RGP FRERE L /IS ] /Ny ) X
@D ...

202052 H8H - 3AdR46 R ZEES ZRAORMEAY. 2B1E () BE0TLEEE [H++~
YOHRZATAN—] ITHET .

sites google com » site » ykleikkhxkhwamthrusmskwnci- ElZEHTR

gaLtdnzaninu SMS ajula wa3azina truemove H - truemove H

2018568208 - leidildmihduvianuniuiamnaaiuuaaaiaziafueaiiia truemove h Twidn
faeiTraululaSasaine truemove h uas

console.cloud.google.com» ..

Google=imF&

f&BIGoogle ZiTFaA, ERILIAIAGoogle FMEMIS R SRR EENMA, MR
.

feedproxy google com » noticiasveja ~ ElEITR

Mané: 'Nao preciso de Ferraris, relogios e avides, quero ...

20195=10817H - Astro senegalés do Liverpool falou sobre suas origens humildes e contou
que gasta a maior parte de seu dinheiro com caridade.

feedproxy.google.com » trdmiami ~ EHZEIE
Puttshack Signs Miami Lease At Brickell City Centre

2020525 12H - A London mini-golf company signed its first lease in Miami and its largest to
date, at Brickell City Centre.

feedproxy google com » trdmiami ~ EHZEIHE

Boston Considers Eliminating Broker Fees - The Real Deal

2020428 7H - Boston Mayor Martin Walsh is forming a working group to study broker fees,
following New York State's move to nix them.

2. BT B =5 IRSHIDN SEUREAS TR A EINAY F ik

I VirusTotal:https://www.virustotal.com/gui/home/search

2 DNSdumpster:https://dnsdumpster.com/

virustotal&R#H Hispasec R 2 — A2 3T a8 FNR L THRIEIC RAVELZ N FE ,
ERRENEEEES [ EERNEMEMMESE, NMIALREIFEET LGN
whoisZZEREEXNTRMGEENEE, MTHEEMRMBREESERN.



Passive DNS Replication

Date resolved
2020-02-19

2020-02-19
2020-02-19
2020-02-19
2020-02-19
2020-02-19
2020-02-15
2020-02-15
2020-02-13
2020-02-13

Subdomains

get.google.com

www.google.com

senices.google.com
consent.google.com
fundingchoicesmessages.google.com

youtube-ui_l.google.com

ads.google.com
Ih3.google.com
mt.google.com

sb-ssl.google.com

IP
172.217.22.142

216.58.215.46
172.217.18.206
216.56.198.206
216.58.204.110
172.217.19.238
216.56.206.238
216.58.204 142
216.58.201.238
172.217.172.142

172.217.219.101
216.55.209.228
209.85.146.113
192.55.83.30
173.194.194 138

108.177.96.91
142.250.9.101
216.55.207.174
172.217.219.100
216.58.213.142

DNSdumpsterfiJiFab 2B —1"Mapping,
https://dnsdumpster.com/static/map/google.com.png

172.217.219.139
172.217.18.196
172.217.18.238
192.41.162.30
216.58.198 .46
172.253.120.198
142.250.9.102
216.58.198.78
172.217.219.102
172.217.23.110

172.217.219.102
216.58.213.132
172.217.212.100
192.52.178.30
172.217.23.14
172253123190
142.250.9.100
172.217.214 138
172.217.219.138
216.58.207.238


https://dnsdumpster.com/static/map/google.com.png

Get a full report with 501 records for google.com with

Go further down the rabbitheole at HackerTarg 1l and Discover the Attack Surface of any domain.

® Dpownleoad .xlsx of Hosts ® view Graph (beta)

Mapping the domain

3. TE#He

I Sublist3r: https://github.com/aboul3la/Sublist3r

Sublist3r@—mMFBHTE, SMXAILIKE T, ERNTEERS|ZM"Google".  "Yahoo"
. "Bing” . "Ask” [ EERZ "Baidu” , UISYREREEKEEX B LISIRENRFEER

—

RERE, SEFERB/MNMITERSSEZEAIEEMERIThEE. FIEIRER T Netcraft,Virus
total, ThreatCrowd,DNSdumpster,ReverseDNSE#ras 7, FrLUXE— “all in one” BT

=0

1 python sublist3r.py -e google,bing,yahoo,virustotal -d example.com -b -p 80,443



:~/Sublist3r# python sublist3r.py -e google,bing,yahoo,virustotal, baidu
-d google.com -b -p 80,443

t Coded By Ahmed Aboul-Ela - @aboul3la

| -e: IR RGIE
2 -b:EBrutelSRIEN

3 -pe AR

Usage
Short Form Long Form Description
-d --domain Domain name to enumerate subdomains of
-b --bruteforce  Enable the subbrute bruteforce module
-p --ports Scan the found subdomains against specific tcp ports
-V --verbose Enable the verbose mode and display results in realtime
-1 --threads Number of threads to use for subbrute bruteforce
-e --engines Specify a comma-separated list of search engines
-0 --output Save the results to text file
-h --help show the help message and exit

BN FEI R AR, XHETRIERNREERE.

| assetfinder (https://github.com/tomnomnom/assetfinder
2 https://github.com/tomnomnom/assetfinder/releases

3 assetfinder [--subs-only]| <domain>



w Assets 10

M assetfinder-darwin-386-0.1.0.tgz

[ assetfinder-darwin-amd64-0.1.0.tgz

M assetfinder-freebsd-386-0.1.0.tgz

M assetfinder-freebsd-amd64-0.1.0.tgz
M assetfinder-linux-386-0.1.0.tgz

[ assetfinder-linux-amd64-0.1.0.tgz
M assetfinder-windows-386-0.1.0.zip
M assetfinder-windows-amd64-0.1.0.zip

[£] Source code (zip)

[f] Source code (tar.gz)
XAFENETENEEF o RYF, MEERETSINE.
B RE T TiHESISUE BRI LAEWIndows ™MER,

I altdns: https://github.com/infosec-au/altdns
Altdns2—"DNSIME TR, BT EMAFI ST RN SERIINFH TR



##2 DNS Pattern |dentification Results (Altdns)

1/ subdomains . tut 3 april_owtput —w words

EUR T BiFAdnsrecon:https://github.com/darkoperator/dnsreconfEA—NdnsHaspI A

4.Certificate Transparency(CT)

IEBERE (CT) EHRICR. FRABMIERATIME (CA)
(https://en.wikipedia.org/wiki/Certificate_authority)ifi&HBIES,
CTaiFmus P ATE & IR RV E SRS IR IE S,

XBEMTFRAIKFNNCA, CARZEENE=S, SHFIEBMBENKENERRI—ERYE
£,

IERRETIECASITAENSSL/TLSER R HREIATERAEF,

SSL/TLSUERBESESEE. Fii. BFuHXENEEENERNER.,
WRIFRERNIBICER, FEWREE (https://blog.appsecco.com/certificate-transparency-
the-bright-side-and-the-dark-side-8aa47d9a6616)

(1crt.sh
I https://crt.sh/?q=%25.example.com

crt.sh) B .

Criteria Type: Identity Match: ILIKE Search: ‘google.com’
Certificates crt.shID  Logged At w Not Before Not After Matching Identities Issuer Name
2381394777 2020-01-27 2011-07-13 2012-07-13 *.docs.google.com C=US, 0=Google Inc, CN=Goagle
* mail.goegle.com Internet Authority

* plus.google.com
*.sites.google.com
* talkgadget.google.com

2380986199 2020-01-26 2011-02-16 2012-02-16 *.docs.google.com C=US, 0=Google Inc, CN=Google
*.mail.google.com Internet Authority
*.sites.google.com
* talkgadget.google.com

2380850988 2020-01-26 2012-02-29 2013-02-28 onex.wifi.google.com €=USs, 0=Google Inc, CN=Goagle
Internet Autherity

2380841885 2020-01-26 2011-07-13 2012-07-13 accounts.google.com C=US, 0=Google Inc, CN=Google
Internet Authority

2380681291 2020-01-26 2013-11-22 2013-11-24 hosted-id.google.com €=US, 0=Google Inc, CN=Goagle
Internet Authority G2

2380579544 2020-01-26 2011-05-11 2012-05-11 accounts.google.com €=US, 0=Google Inc, CN=Google
Internet Authority

2379825238 2020-01-26 2011-05-11 2012-05-11 adwords.google.com €=USs, 0=Google Inc, CN=Goagle

adwords.google.com.ar Internet Autherity


https://github.com/darkoperator/dnsrecon
https://en.wikipedia.org/wiki/Certificate_authority
https://blog.appsecco.com/certificate-transparency-the-bright-side-and-the-dark-side-8aa47d9a6616

crt.shigfftPostgreSQLIZE O SKIRNE EIH B A F 15K
1 #!/bin/sh

9

3 # Script by Hanno Bock - https://github.com/hannob/tlshelpers/blob/master/getsut
domain

:

5 query="SELECT ci.NAME_VALUE NAME_VALUE FROM certificate_identity ci WHERE ci.NA!
E_TYPE = 'dNSName' AND reverse(lower(ci.NAME_VALUE)) LIKE reverse(lower('%.$1'));’

6

7 echo $query | \

8 psql -t -h crt.sh -p 5432 -U guest certwatch | \
9 sed -e 's:” *::g' -e 's:M¥\.::g' -e '/7$/d' |\

10 sort -u | sed -e 's:*.::g'

A LAERpythonfiiAs
root@kali: ~/Desktop

File Edit View 5Search Terminal Help
~/Desktop# python crtsh.py github.com
* . github.com
porterz.github.com
importer2.github.com
import2.github.com
cla.github.com
jira.github.com
lab.github.com
'taging lab.github.com
.staging-lab.github. com
rr iew-lab.github.com
.review-lab.github.com
vpn—ca.iad.github.cam
id.github. com
*.1id.github. com
cloud.github.com
f.cloud.github.com
brandguide.github.com
styleguide.github.com
enterprise.github.com
support.enterprise.github. com
pkg.github.com
* . pkg.github.com
stg.github.com

MFHHIARARICESHHERM AR EXE

(https://qithub.com/appsecco/the-art-of-subdomain-enumeration)

(2)massdns(https://github.com/blechschmidt/massdns)
ZIMBFEAEER THE, EIRERTiE{TmakeRIA]
massdns3zfFcrt.shisEFH


https://github.com/appsecco/the-art-of-subdomain-enumeration
https://github.com/blechschmidt/massdns

I ./scripts/ct.py github.com | ./bin/massdns -r lists/resolvers.txt -t A -0 S -w 1
esults.txt

root@kali: ~/massdns @ e 6

File Edit View Search Terminal Help
:~/massdns# ./scripts/ct.py github.com | ./bin/massdns
0 S -w results.txt
omain list from stdin.

0 pps, a age: 0 pps
t success rate: 0 pps, aver 0 pps
total: @, success: 8 (0.00%)
d domains: @ (0.00%), IDs: 0 (0.00%)
» 2: 0.0 3: 0.00%, 4: 0.00%, 5: 0.00%, 6: 0.00%,

%, 10: 0.00%, 11: 0.00%, 12: 0.00%, 13: 0.00%, 14: 0.
17: 0.00%, 18: € E : D.00%, 20: 0.00%, 21: 0.00%
0.00%, 25: € 3 6: 0.00%, 27: 0.00%, 28: D.00%
9.00%, 32: 0% : 0.00%, 34: 0.00%, 35: 0.€
%, 39: 40: 0.00%, 41: 0.00%, 42: 0
0.00%, 46: 0.00°% : 0.00%, 48: 0.00%, 49: 0.00%, 50: 0.00%,

| Total:

results.txt

-/massdns

Open ~ | Save

offer.github.com. CNAME github.github.io.

pkg.github.com. A 3.114.74.150

community.github.com. CNAME redirect.github.com.
f.cloud.github.com. CNAME r2.shared.global.fastly.net.
camo.github.com. CNAME github.github.io.

vpn-ca.iad.github.com. CNAME github.github.io.
mac-installer.github.com. CNAME d4hwcslzqtwzs.cloudfront.net.
classroom.github.com. CMAME classroom.github.com.herokudns.com.
cloud.github.com. CNAME d24z2fz2ly4fag.cloudfront.net.
status.github.com. CMNAME octostatus-production-285068721.us-east-1.elb.amazor
brandguide.github.com. CNAME github.github.io.
api.security.github.com. A 192.30.253.175

api.security.github.com. A 192.30.253.176

education.github.com. CNAME glb-db52c2cf8be544.github.com.
maintainers.github.com. CNAME maintbiners.github.com.herokudns.com.
jira.github.com. CNAME jira.github.com.herokudns.com.
lab.github.com. CNAME lab.github.com.herokudns.com.
atom-installer.github.com. CMAME github.map.fastly.net.
lab-sandbox.github.com. CNAME github.github.io.

talks.github.com. CNAME github.github.io.

styleguide.github.com. CNAME styleguide.github.com.herokudns.com.
dodgeball.github.com. CNAME github.github.io.

helpnext.github.com. CNAME github.github.io.

jobs.github.com. A 192.30.253.176

jobs.github.com. A 192.30.253.175

vscode-auth.github.com. CNAME vscode-auth.github.com.herokudns.com.
support.enterprise.github.com. CNAME redirect.github.com.

scriptBR T RI(subbrute.py) TS FiEH TR A

I ./scripts/subbrute.py lists/names.txt github.com | ./bin/massdns -r lists/resol
ers.txt -t A -0 S -w results.txt



root@kali: ~/massdns e 6 €
File Edit View Search Terminal Help

20829
1344
(00 h 01 min 28 sec / 80 h 81 min 28 sec)
e: 2 pps, average: 15 pps
urrent s ess e: 0 pps, average: 9 pps
Finished total: 10829, succe 838 (7.74%)
Mismatched domains: 126 (9.45%), IDs: 0 (0.00%)
0: : 0.05%, 2: 0.03%, 3: 0.04%, 4: 0.06%, 5: 0.06%, 6: 0.06%,
8: s ~E 10: 0.05%, 11: 0.83%, 12: 0.03%, 13: 5
3 %, 18: 0. s, MEE B. , 20: B.( L.
25: B.03%, 26: 0 : 275 B.E 28: 3.32
TS EIERE %, 31: 32: 0.03%, 33: 0.0 34: 35: 0.03%,
37: 0. ., 38: 2.37 0.23%, : 0 : 0.E 4
49: 0.04%, 50

44: 0.04%, 45: E G : . 84° 0. 93% 48: 0.04%

|
|
NXDOMAIN: |
SERVFAIL: |
REFUSED: |
FORMERR: |

(3)censys
censysigiRshodan@EfEAVERSE 12, EEXTLIAXRMEEMNE, T2 ARTUERMEZEHR

I https://censys.io/ipv4?gq=example.com



T g .
“‘ censys Q IPv4 Hosts % [EIQILEI]

i= Results @ Map i Metadata

Quick Filters IPv4 Hosts
For all fields, see Data Definitions Page: 1/19,665 Results: 491,620 Time: 136ms
Autonomous System: A 47.114.63.105
83.65K AMAZON-02 CNNIC-ALIBABA-CN-NET-AP Hangzhou Alibaba Advertising Co.,Ltd. (37963) Hangzhou, Zhejiang, China
36.47K AMAZON-AES Ubuntu 22/ssh, 3306/mysq|, 443/https, 80/http, 8080/http, 8888/http
35.41K DIGITALOCEAN-ASN EEHRNAS github-trending.api.ioslide.com
27.16K CNNIC-ALIBABA-CN- 8080.http.get.body: : // g1ithub.com /twostraws.png
NET-AP Hangzhou DATABASE
Alibaba Advertising - @
Co.Ltd.

20.07K MICROSOFT-CORP- 4 193.0.115.200

MSN-AS-BLOCK UW-AS (8890) Lucynow Duzy, Mazovia, Poland
& More Debian 443/https
443 https.get.body: : // github.com
Protocol:
394.55K 80/http A 193.0.115.199
300.64K 443/https UW-AS (88290) Lucynow Duzy, Mazovia, Poland
172.91K 22/ssh Debian 443/https
57.15K 8080/http 443 https.get.body: : // github.com
38.19K 3306/mysql
& wore £ 91.201.213.191 (191-213-201-91.zrh.sportradar.com.)
Tag: SPORTRADAR-AS (51776) Switzerland
443/https, 80/http
491.5K hitp Matomo 3.13.1 - Analytics Platform - Matomo vgt.betradar.com, vgt.swiftscore.com
278.97K htips
172.91K ssh
24.89K database 0 140.82.53.38 (140.82.53.33.vultr.com‘.)
38.19K mysql AS-CHOOPA (20473) Aubervilliers, lle-de-France, France
@ More 443/https, 80/http
list of bounties donate.dumpstack.io

443 https.get.body: — <a href="https://github.com/jollheef/appvm/issues/15">github.com
A 95.217.8.136 (static.136.8.217.95.clients.your-server.de.)

HETZNER-AS (24940) Germany
Ubuntu 22/ssh, 80/http

BRI LA censys python R SHI T EKIZEVA EEATFIE
1 https://github.com/christophetd/censys-subdomain-finder
2 https://github.com/@xbharath/censys-enumeration

X 28 T2 I8 3 #0752k BEAPT,
X HFEEEM— K fEhttps: //censys. io/register
MR, SR )GV Mlhttps://censys. io/account/api

Details APl  Billing

API Credentials

Below are the credentials that can be used for accessing authenticated APIs:

APIID : T— ,-
Secret _ ,

RESET MY APl SECRET

[l Report


https://censys.io/register
https://censys.io/account/api

- ELAE AR A P IOAPT IDRIAPT Secret it & AN 5 &
I $ export CENSYS_API_ID="##kikiix
2 $ export CENSYS_API_SECRET=" sk

(E15—1RAYRcensys_enumerationB] LAKESFIEFIARFE, BIEA0T:

1 $ python censys_enumeration.py domains.txt

censys subdomain_finder:
1 $ python censys_subdomain_finder.py example.com
2 [*] Searching Censys for subdomains of example.com

3 [*] Found 5 unique subdomains of example.com

5 - products.example.com
6 - www.example.com

7 - dev.example.com

8 - example.com

9 - support.example.com

5.8i8&%t/8iatE (Autonomous system, AS)

BHRRRRIEEEENTS, — I HEZ N TARERE THAMEIPREIIEHENES, BIINERMHIITHRE
AYERERERER, 2 BRFC 1930 EFHIEN.
1 https://tools.ietf.org/html/rfcl930

2 https://en.wikipedia.org/wiki/Autonomous_system_(Internet)

3 https://www.iana.org/assignments/as-numbers/as-numbers.xhtml
BITEHBIGRFE(AS)ImS A LIRS BB TRBIFE MALRRIM SR EBRIARUE,

1 https://asn.cymru.com/cgi-bin/whois.cgi

2 https://www.ultratools.com/tools/asnInfo

3 https://nmap.org/nsedoc/scripts/targets-asn.html



Family: ®1pva O1pve Methods: whois peer-whois
Flags: prefix cc registry allocated notruncate wverbose
[13.220.188.50 |

Insert your IP or ASN in the textbox above.

IPv4 [OPTIONAL COMMENT]
Eg. '4.2.2.2 2004-12-10 11:33:21 GMT'

Eg. 'AS23028"

IPv6 [OPTIONAL COMMENT]

--- snip snip ---
2001:5c0: 8fff:fffe::ff6 2004-12-10 11:32:01 GMT
2001:5c0: 8fff:fffe::ff7 2004-12-10 11:33:21 GMT
--- nip =nip ---

Both IPv4 and IPv6E addresses are supported.
However, only one address family is permitted
per query. In other words, vou may NOT intermix
IPv4 and IPv6 addresses.

Submit || Reset

Executing commands. Please be patient!

v4.whois.cymru.com

The server returned 2 line(s).

| IF | BEP Prefix | €C | Registry | Rllocated | RS Name
as | 13.229_188_53 | 13.228.0.0/15 | US | arin | 201§-08-0% | RMAZION-02, US
v4-peer.whois.cymru.com
The server returned 3 line(s).
PEER a5 | IP | BEP Prefix | €C | Registry | Rllccated | AS Hame
2514 | 13.2295_188.53 | 13.228.0.0/15 | US | arin | 2016-08-0% | NTT-COMMUNICRTIONS-2514, US
€453 | 13.229.188.53 | 13.228.0.0/15 | US | arin | 201&-08-0% | RS6453, US

Email Share

ASN Lookup & Information

The ASHN Information tool provides complete autonomous system (AS) information.

Autonomous Systems are routable networks within the public Internet, administered by the local RIRs and assigned to
owners of netwaorks. The ASN Information tool displays information about an IP address’s Autonomous System
Mumber (ASM) such as: IP owner, registration date, issuing registrar and the max range of the AS with total IPs.

Enter an AS number, IP address, or a Company naime.

16509

d Tools: CIDR/Metmask What's vour IP Decimal IP Calculator

AS16509

us

2080-05-84
arin
AMAZON-B2, US

HEIRIASNZR ST LUERnmapIA R E IR

I nmap --script targets-asn --script-args targets-asn.asn=ASN%m 5



N

EEHRE "

subdomain- enumeratlon/)l_ﬁ%ij%l‘ﬁ hakln9h{ TZ_Q%&;%IJJI%, HIFEEEEH
MR LB A FTARTaRELRSRAR.

Q o LOGIN

/yamakira/2a36d3ae077558ac446e4a89143c69ab

ies in a few hours

References @

https://github.com/appsecco/bugcrow

d-levelup-subdomain-enumeration

«» https://blog.appsecco.com/open-source-intelligence-gathering-101-d2861d44:
» https:/f'www.databreaches net/hackers-post-450k-credentials-apparently-pilfer
« hitp//f nfo menandmice.com/blog/bid/ 73645/ Take-your-DNSSEC-with-a-grain-

https:/fiwww peerlyst. com/posts/bsidesiv-2017-breaking-ground-with-underflov
haking typically replies in a few

hours.
At Appsecco we provide advice, testing, training and insight arou
website security, especially anything that's online, and its ass Give the team a way to reach
infrastructure—Websites, e-commerce sites, online platforms, mc VLT 10:45 pm |

web-based services efc.

If something is accessible from the internet or a person’s co

L. Get notified by email
help make sure it is safe and secure

Originally posted: hitps://blog.appsecco.com/a-penetration-teste 5
domain-enumeration-7d842d5570f6

-

Bot - Just now

n LEAVE A REPLY

Ll &%


https://hakin9.org/a-penetration-testers-guide-to-subdomain-enumeration/

AIFS AT h1shE— MR (https://hackerone.com/reports/770513)
(Na%Edcrt.shREKFESHFRRIBIF
& g

Type: Identity Match: ILIKE Search: '%.%.%.%.8x8.com’

Group by Issuer

Criteria

ertificates crt.shID  Logged At @ Mot Before Mot After Matching Identities Issuer Name
1862945263 2019-09-09 2019-08-28 2020-09-28 *.prod.us-east-1.ai.8x8.com C=U8, 0=Amazon, OU=Server CA 1B,
CN=Amazon
1822044596 2019-08-29 2019-08-22 2020-09-22 * dev.us-east-1.ai.8x8.com C=US,_0=Amazon, OU=Server CA 1B,
CN=Amazon
1817385556 2019-08-28 2019-08-28 2020-09-28 *.prod.us-east-1.ai.Bx8.com C=U8, 0=Amazon, OU=Server CA 1B,
CN=Amazon
1795729913 2019-08-22 2019-08-22 2020-09-22 *.dev.us-east-1.ai.Bx8.com C=Us5, 0=Amazon, QU=Server CA 1B,
CN=Amazon
1812431063 2019-08-08 2019-08-08 2019-11-06 *.100.us- C=US, O=Let's Encrypt, CN=Let's Encrypt
east-1.acceptance.cloud.8x8.com Authority X3
1751791851 2019-08-08 2019-08-08 2019-11-06 *.100.us- C=US, O=Let's Encrypt, CN=Let's Encrypt
east-1.acceptance.cloud.8x8.com Authority X3
1812427214 2019-08-08 201%-08-08 2019-11-06 *.01.us- C=US, O=Let's Encrypt, CN=Let's Encrypt
east-1.acceptance.cloud.8x8.com Authority X3
1751788043 2019-08-08 2019-08-08 2019-11-06 *.07.us- C=US, O=Let's Encrypt, CN=Let's Encrypt
east-1.acceptance.cloud.8x8.com Authority X3
1812306711 20719-08-08 201%-08-08 2019-11-06 *.01.us- C=US, O=Let's Encrypt, CN=Let's Encrypt
east-1.acceptance.cloud.8x8.com Authority X3
1751701394 20719-08-08 201%-08-08 2019-11-06 *.01.us- C=Us, O=Let's Encrypt, CN=Let's Encrypt
east-1.acceptance.cloud.8x8.com Authority X3
1443087767 2019-05-07 2019-05-07 2020-06-07 *.qa.us-east-1.ai.8x8.com C=US,_0=Amazon, OU=Server CA 1B,
* stg.us-east-1.ai.8x8.com CN=Amazon
804503927 2018-10-01 2018-09-26 2019-10-26 *.prod.us-east-1.ai.8x8.com C=U8, 0=Amazon, OU=Server CA 1B,
CN=Amazon
803946172 2018-10-01 2018-09-20 2019-10-20 *.dev.us-east-1.ai.8x8.com C=US, 0=Amazon, OU=Server CA 1B,
CN=Amazon
788922624 2018-09-26 2018-09-26 2019-10-26 *.prod.us-east-1. C=U8, 0=Amazon, OU=Server CA 1B,
CN=Amazon
770132733 2018-09-20 2018-09-20/2019-10-20 *.dev.us-east-1.ai.Bx8.com C=Us5, 0=Amazon, QU=Server CA 1B,
CN=Amazon
315064848 2018-01-28 2018-01-28 2018-04-28 sip1.sw.us-east.chalet.8x8.com C=US, O=Let's Encrypt, CN=Let's Encrypt
Authority X3
266645760 2017-11-29 2017-11-29 2018-02-27 sip1.sw.us-east.chalet.8x8.com C=US, O=Let's Encrypt, CN=Let's Encrypt
Authority X3
220666504 2017-09-30 2017-09-30 2017-12-29 sip1.sw.us-east.chalet.8x8.com C=US, O=Let's Encrypt, CN=Let's Encrypt

Authoritv X3

315064848 2018-01-28 2018-01-28 2018-04-28 sip1.sw.us-east.chalet.8x8.com
266645760 2017-11-29 2017-11-29 2018-02-27 sipl.sw.us-east.chalet.8x8.com
220666504 2017-09-30 2017-09-30 2017-12-29 sipl.sw.us-east.chalet.8x8.com

(2)iES #EMassetfinderfi &httprobeskias Fid

I https://github.com/tomnomnom/assetfinder/releases

2 https://github.com/tomnomnom/httprobe/releases

BN C\Windows\system32\cmd.exe

guze>assetfinder -subs-only chalet.8x8 m | httprobe
.global.chalet.8

%
ta.global.chalet.

client-bets

https lient-b

ZBiraiE Ihttps://client-beta.global.chalet.8x8.com/

(3)Adirsearch3Ei# T EZREFN

I https://github.com/maurosoria/dirsearch


https://hackerone.com/reports/770513
https://client-beta.global.chalet.8x8.com/

Yordli

e G © & https://client-beta.global.chalet.8x8.com/oauth see

tbad params

Back

(4)(EBarjunE L ISESE

I https://github.com/s@md3v/Arjun

C\Windows\system32\cmd.exe — O =

jun>arjun.py "https lient-beta.global.chalet.8x8.c

potential pa
tic level ch
2 potential par

Valid parameter found: error
Reason: Different number of reflections

(5)iEN PayloadikiSxss

I Payload : “><img onerror=alert(l) src>

@ hitps;//client-beta.global.chalet: X |1 Submit report to 8x8 X +

&« X @ client-beta.global.chalet.8x8.com/oauth?error="> <img%20onerror=alert(1)

client-beta.global.chalet.8x8.com web sitesinin mesaji
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https://crt.sh/

https://www.virustotal.com/gui/home/search

https://dnsdumpster.com/

https://github.com/aboul3la/Sublist3r

https://github.com/tomnomnom/assetfinder/releases

https://github.com/infosec-au/altdns

https://github.com/darkoperator/dnsrecon

https://en.wikipedia.org/wiki/Certificate_authority
https://blog.appsecco.com/certificate-transparency-the-bright-side-and-the-dark-side-
82a47d9a6616
https://docs.google.com/presentation/d/1PCnjzCeklOeGMoWiE2|UzIRGOBxNp8K5hLQuvBNzrFY/edit
https://github.com/appsecco/bugcrowd-levelup-subdomain-enumeration
https://blog.appsecco.com/open-source-intelligence-gathering-101-d2861d4429e3
https://www.databreaches.net/hackers-post-450k-credentials-apparently-pilfered-from-yahoo/
http://info.menandmice.com/bloa/bid/73645/Take-your-DNSSEC-with-a-grain-of-salt
https://hakin9.org/a-penetration-testers-quide-to-subdomain-enumeration/
https://medium.com/@gqguzelkokar.mdbf15/get-reflected-xss-within-3-minutes-baa314e25489
https://www.peerlyst.com/posts/bsideslv-2017-breaking-ground-with-underflow-bsides-las-
vegas

https://github.com/appsecco/the-art-of-subdomain-enumeration
https://github.com/blechschmidt/massdns
https://github.com/christophetd/censys-subdomain-finder
https://github.com/0Oxbharath/censys-enumeration

https://tools.ietf.org/html/rfc1930

https://en.wikipedia.org/wiki/Autonomous_system (Internet)
https://www.iana.org/assignments/as-numbers/as-numbers.xhtml
https://asn.cymru.com/cgi-bin/whois.cgi

https://www.ultratools.com/tools/asninfo

https://nmap.org/nsedoc/scripts/targets-asn.html
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